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Introduction: Advances in Neuroscience and Neurotechnology 
 

As can be seen from the diversity and depth of contributions to this whitepaper, 
neuroscience has assumed a progressively prominent role in shaping views of the human being, 
human condition, and human relationships. In this light, there is a strong – and we believe 
defensible – sentiment within the scientific, military, political and public communities, that the 
brain represents the “next frontier” of scientific exploration, discovery and intervention.  
Through the use of iteratively more advanced techniques and technology, neuroscience - or 
perhaps more accurately, neuroscience and technology (“ neuroS/T”) has enabled an enhanced 
understanding of nervous systems on a variety of levels. At present, we have a generally solid 
working knowledge of the substrates and mechanisms of neurological structure and function, 



 
 

respectively, what neural cells and networks are made of, and the activities of these cells and 
structures. However, we have just begun to extrapolate this to a fuller conceptualization of 
brain function as a complex, dynamic, system,, and how neural systems are affected by – and 
affect - natural systems, at-large (von Bertalanffy 1968; Schoner and Kelso 1988; von 
Weizsacker, Lovins, and Lovins 1998; Juarrero 2002) 
  

Neuro-ecology: Interacting Systems of Neurobiology and Culture. 
 
Current neuroscientific perspectives consider biological organisms to be complex 

(internal environmental) systems nested within complex (external environmental) systems 
(Schoner and Kelso 1988; Juarrero 2002). Interactions within and among systems are based and 
depend upon numerous variables within these internal and external environments (Ridley 
2003).  Given the definition of ecology as a study or system of reasoning about the interrelation 
of organisms in their environment or place of inhabitance (Merriam-Webster’s Collegiate 
Dictionary 2004), we argue for consideration of neuro-ecology (i.e.- the neuroscience of human 
ecology) as “studies of interactions between neural systems embodied in individuals, that are 
embedded in groups and environment(s) framed by time, place, culture and circumstance” 
(Giordano 2011a; Giordano 2011b; Giordano, Benedikter, and Kohls 2012). This mandates 
appreciation of culture as an important force in determining the interactively neural-
cognitive/emotional-environmental (i.e.-bio-psychosocial) dimensions of human functioning. At 
the most basic level, culture refers to a medium for the development of living material, and it 
becomes important (if not necessary) to evaluate how “culture” engages and sustains the set of 
shared material traits, characteristic features, knowledge, attitudes, values and behaviors of 
people in a common place and/or time. This definition rightly reveals that culture establishes 
and reflects particular biological characteristics (that develop, and are preserved in response to 
environments), that can be expressed through cognitions and behaviors. In this way, culture is a 
medium for bio-psychosocial development, and a forum and vector for its expression and 
manifestations (Ridley 2003; Giordano, Engebretson, and Benedikter 2008).  Defining the neural 
bases of such biological-environmental interactions may yield important information about 
factors that dispose and foster various actions - including cooperation, conflict, aggression and 
violence (for overviews, see: Cacioppo, Visser, and Pickett; Verplaetse, DeSchrijver, Vanneste, 
and Braeckman 2009). 

 
On a variety of levels, , neural systems allow individual agents/actors to intuit, relate, 

and react/respond to the multiply tiered environments in which they are nested; a simplified 
depiction of this relational activity is schematically presented in Figure 1.   
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Figure 1. Interacting bio-psychosocial (i.e.- ecological) domains of environments, agents, and actions. Arrows 
indicate feed-forward and feed-back potential and patterns that incur and sustain complex dynamical (and 
cybernetic) properties of the system. Note that features of the biological domains (e.g.- population and community 
genomes; individual and group genetics; individual and group phenotypic expressions of structure and function), 
psychological domain (e.g.- beliefs, understandings, experiences, expression) and environmental (consequential) 
domain (e.g.- short, intermediate, and long-term outcomes) interact (bi-directionally) within (i.e.- vertically) and 
between (i.e.- horizontally; viz.- dispositionally and consequentially) these domain regions, to create clades or bio-
psychosocial trend-patterns within particular ecological settings (of place, situations and time).   
 

Neural systems function in decision-making behavior(s) by enabling orientation of the 
present to recollection of, and relation to the past, in order to anticipate/predict future 
outcomes and consequences (based upon extant predispositions and prior experiences), so as 
to influence and determine (current) attitudes and actions. This can be simplified (to a 
considerable extent) and summarized as a modification of Boyd’s Observe, Orient, Decide, Act 
(OODA)-schema (Boyd 1995), to represent a neuro-cognitively dynamic loop inclusive of, and 
responsive to dispositions and consequences. There is a tendency toward Bayesian functions, in 
that prior experiences and activities of component networks within the system (i.e. - 
consequences) create “weighted” or biased patterns of neural network  activity (i.e.-
dispositions) that are hierarchically expanded into patterns of cognitions, emotions and 
behaviors. This process is schematically illustrated in Figure 2.  



 
 

 

Figure 2.  Putative neuro-cognitive systems’ dynamics relating past, present and future experiences relative to 
decision-making. Note that the (OODA) loop is modified by previous dispositions (D) and resultant consequences (C) 
that are manifest both internally and externally within and across domains of the system. 

 

These constructs have provided a basis for understanding “neuro-ecology”, which we propose 
as a substantive framework for connecting basic neurobiological activity, to socio-cognitive 
function, to external environmental and cultural milieu. We offer that this framework 
represents a superset within which a similar framework for “neurodeterrence” could be 
considered 

Neuroscience has become a convergent discipline, engaging techniques and 
technologies from the natural and physical sciences, as well as the humanities to address 
questions of psychology, and more frequently, sociology, anthropology and economics (Wilson 
1998; Giordano 2012a; Giordano, Benedikter and Flores, 2012; see also prior discussions in this 
white paper). Neuroscientific discoveries are fostering re-examination of, and may challenge 
socially-defined ontologies, social values, conventions, norms and mores, and the ethico-legal 
notions of individual and social “good”. (Giordano 2011a, Giordano 2011b; see also: Rees and 
Rose 2004; Illes 2005; Rose 2005; Glannon 2007; Giordano and Gordijn, 2010). Given the rapid 
development of evermore sophisticated neurotechnologies (e.g. progressively more capable 
iterations of neuroimaging, brain implants and brain machine interfaces; neurogenetic and 
tissue transplants; trans- and intracranial stimulation; etc; see: Giordano 2012c for overview), it 
is vital to ask how these will be used to assess, target and control the cognitions, emotions, and 
behavior of individuals, groups and potentially, even societies. 

We can only speculate about the possible ways that consciousness (that is, the function 
colloquially referred to as “mind”), could occur in brain, and how neurophenomenological 
cognitions and emotions influence biology and behaviors - what philosopher David Chalmers’ 
classifies as one of the principal “hard problems” of neuroscience (Chalmers 1995). Despite 
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these problems, neuroscience is being increasingly employed to assess and affect thought, 
feeling, behaviors, and more broadly, constructs of normality and abnormality (for review, see 
Jeannotte et al. 2010; Swaab 2010; Giordano and Du Rousseau 2011). As technology advances 
and neuroS&T becomes more readily available, it will be used in the national security contexts 
broadly, and, we believe, more specifically in neurodeterrence. 

In light of this, the following sections of this chapter describe and examine key issues 
that must be considered and assessed in order to apply neuroecological models to potential 
tools that can be used in national security.  Many of these same considerations are relevant to 
and directly applicable to the framework - and employment  - of neurodeterrence, as this 
concept and field develops in similar contexts and trajectories 

 

NeuroS/T to Assess and Affect Human Ecology 
 
To date, most efforts toward global relations, and security and defense have focused 

upon social and cultural factors influencing a host of human behaviors, including patterned 
violence and terrorism.  Given that these behaviors are expressed by human actors, and 
humans are bio-psychosocial organisms embedded within, and responsive to, geo-cultural 
environments, then we offer that it is important to address and discern those (neuro)biological, 
psychological and social factors that instigate violence. This emphasizes the viability and 
potential value of neuroS/T in programs of national security, intelligence and defense 
(Giordano, Forsythe, and Olds 2010; Forsythe and Giordano 2011), and we opine that 
appropriate use of neuroS/T in security operations (i.e.- “neurosecurity”) is (and will be 
increasingly) influential to deterrence and defense.  The challenges posed for using neuroS/T in 
these ways are: 1) to develop a more complete understanding of mechanisms that precipitate 
aggression and patterned violence; 2) to provide practical and ethical options to affect, alter 
and/or impede these mechanisms, and 3) to base any such findings, options and actions upon 
realistic appraisal of the capability, limitations and hence, practical, ethico-legal and socio-
political direction, and in some cases, constraint of this science, technology and information.   
 

Neurosecurity - A Key Component of Deterrence and Defense 
 
Herein, we provide a 2-fold definition of  neurosecurity  as studies and applications of: (I) 

the concepts, practices, guidelines and policies dedicated to (a) identifying socio-political and 
military threats to neuro-psychiatric information and function, and (b) preserving the integrity 
of both neuro-psychiatric information and neuro-psychiatric function of persons, groups and 
populations; and, (II) neuroscientific techniques and neurotechnologies to affect, manipulate 
and/or control neurological structures and/or functions of individuals, groups and/or 
populations in the service of national defense, and/or military objectives. As history illustrates, 



 
 

new developments in science have- and will continue to have - particular appeal for use in 
security and defense agendas, and this is certainly the case for neuroS&T (Bitzinger 2004).  

 
 A 2008 report conducted by the ad-hoc Committee on Military and Intelligence 

Methodology for Emergent Neurophysiological and Cognitive/Neural Science Research in the 
Next Two Decades National Research Council of the National Academy of Sciences entitled 
“Emerging Cognitive Neuroscience and Related Technologies” addressed the state of 
neuroscience as relevant to the (1) potential utility for defense and intelligence applications, (2) 
pace of progress, (3) present limitations, and (4) threat value of such science (National Research 
Council 2008). Stating that “…military and intelligence planners are uncertain about the likely 
scale, scope, and timing of advances in neurophysiological research and technologies that might 
affect future U.S warfighting capabilities” (National Research Council 2008, 14) the Committee 
essentially defined the state of the field in its assertion that “…for good or for ill, an ability to 
better understand the capabilities of the body and brain will require new research that could be 
exploited for gathering intelligence, military operations, information management, public safety 
and forensics.” (National Research Council 2008, 14). As the  Committee report noted, there is a 
fair amount of “… pseudoscientific information and journalistic oversimplification related to 
cognitive neuroscience,” (National Research Council 2008, 3) and so any consideration of the 
possible use of neuroS&T for national security, intelligence and defense (NSID) would need to 
parse facts from fiction about what these approaches actually can and cannot do. The goal is 
not to be dismissive, but rather to be critically perceptive, and keen to the potential for 
innovation and viable ways that neuroS&T could be developed, used and/or misused, to what 
ends, and by whom. 

 
Simply put, the brain and nervous system can – and will – be engaged to effect 

outcomes relevant to NSID operations, and some of these efforts will most certainly be 
undertaken by countries other than the United States and its allies. (Giordano, Forsythe, and 
Olds 2010) Thus, it is crucial to remain keenly aware of international research programs that 
could be used in ways that pose obvious threat(s) to security and defense. Surveillance of 
international research, development, testing, and evaluation (RDTE) is necessary, but 
insufficient to guard against such potentially negative and harmful uses of neuroS&T. Instead, 
we advcoate a stance of national/public security that is based upon preparation, resilience, and 
in some cases intervention, to prevent the advancement of certain RDTE trajectories (as well as 
other potential threats of aggression and violence). 

 
This will require the coordinated discourse between scientists, engineers, ethicists, 

sociologists, futurists (forecasters?), and the public ( with diligent stewardship of information so 
as to balance relative transparency and vulnerability of sensitive details relevant to the integrity 
of national security). The discourse should conjoin academic, corporate, and governmental 
sectors (the so-called ‘triple helix’ of the scientific estate; Etzkowitz 2008) at a variety of levels 
and stages in this enterprise (Wurzman 2010; Wurzman and Giordano, 2011). This is not new; 
we need only to look at the Manhattan Project and ‘Space Race’ for examples of this estate in 
practice (Etzkowitz 2008). But that framework, while viable, may require modification(s) to 
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facilitate the type and extent of convergent approach that allows for stronger collaboration 
between the (physical, natural and social) sciences and the humanities (Giordano 2012a). 

 
 We argue that this involvement of both the humanities and the public (at least to some 

reasonable extent) is important because any real effect – both domestically and internationally 
– can only be leveraged through guidelines, laws and policies that are sensitive to ethical and 
social effects, issues, and problems. But international policies don’t guarantee cooperation 
(Gregg 2010). So, any meaningful efforts in neurosecurity must sustain an active research 
program that delves into the potential capabilities and limitations of neuroS&T, and enables 
ongoing evaluation of possible future S&T applications. The axiomatic goal of national security 
is the protection of the population. Toward this end, knowledge of real and potential threats is 
crucial to both preventing events that place the population at risk, and to mitigate events 
before they escalate into scenarios of large-scale harm. Intelligence is a vital part of any 
national security agenda, and accurate information is the key to successful intelligence (Davies 
2010). There is increasing interest – and concern about – developing and using neuroS/T to 
enable more effective intelligence in domestic and international settings; both of which may 
present complex cross-cultural issues and problems. 

 
Techniques and technologies that have been identified as having possible utility for 

obtaining information that could be important to intelligence efforts include: 
1) a variety of neuropharmacologic agents, including substances that induce feelings of 
affiliation , mood altering drugs (such as the anti-anxiety drugs and dopamine transport 
inhibitors) and  drugs that produce a state of elation or euphoria (such as some of the opiates, 
and amphetamines, e.g.- methylenedioxymethamphetamine, MDMA; for overview, see 
elsewhere in this whitepaper, and Wurzman and Giordano 2011); and 
2) neurotechnologic devices and approaches, such as certain types of neuroimaging, and forms 
of magnetic and\or electrical nerve and brain stimulation (e.g.- transcranial magnetic 
stimulation, TMS; Wurzman and Giordano 2011)). 
 

Dismissing the possible employment of neuroS/T, based upon either fear of misuse 
and/or ethical qualms, does not reflect the historicity of using state-of-the-art S/T in NSID 
agendas, and therefore we argue that such a view may be unrealistic.  However, we also believe 
that it is necessary to establish three important premises about the use of neuroS/T in NSID: 
First, it is likely that in the near future, neuroS/T will become (more) widely used in intelligence 
gathering and implementation of security and defense. Second, neuroS/T, like any scientific 
approach and tool, has potential for misuse, and so identifying the nervous system and brain as 
target sites through which to incur frank harm(s) in the acquisition and leveraging of 
information and the modifications of emotions and behavior is a reality that must be faced. 
Third, it’s probable that other individuals and/or groups are also focusing upon these goals and 
tasks, and such intent may not be friendly to the US and its allies. 

 
From these premises, we offer a three-pronged stance: First, a realistic 

acknowledgement of the actual capabilities and limitations of the neuroS/T used, and the 
ethico-legal issues generated by apt or inapt use, or blatant abuse – is required. Second, is the 



 
 

need to avoid the so-called fallacy of two wrongs (Groarke 1982), and not  simply ‘do 
something’ (or do something cavalierly or without appropriate reflection and regard) just 
because “…someone or everybody else might”. Third, is the additional need to be prepared for 
the contingencies and realties of such uses of neuroS/T, but equivalently, to do so in ways that 
are scientifically and technologically apt, and ethico-legally sound (Giordano 2012c;   Giordano 
and Benedikter 2012a). 

 
To bolster this stance, we (Bower and Giordano 2012; Benedikter, Giordano, FitzGerald 

2010) have posed the following questions as defining and shaping the conduct of neuroS/T 
research and use: 

 
� Is there some “sanctity of mind” (Fields 2006) that negates the use of such approaches, 

regardless of how suspect an individual may be? 
� Or, are there particular circumstances under which certain advanced neuroscientific 

methods may be employed to obtain intelligence and incur deterrence in light of real and 
significant danger to the populace? 

� Does the use of neuroS/T incur greater or lesser risk and harms than other intelligence, 
security, deterrence and defense methods? 

� Are there limits to the ways that neuroS/T should be used in such situations, and if so, 
how should such criteria be developed and enforced? 

 
Of course, there are claims that neuroscientific methods should not be employed in 

interrogation – or national security agenda at all – because of the potential for misuse, and/or 
the view that using neuroS/T in these ways would incur violations of inherent human rights that 
the US and its allies have vowed to protect (Bell 2010; Benanti 2010).   
 

We recognize and respect the validity of such claims, and in light of this we envision three 
possible options: 

 
1. Abstaining from implementing neuroS/T in any/all national security agendas and 

situations. 
2. Utilizing neuroS/T in only specific situations/conditions that would dictate – and ethico-

legally justify – the need for this level of intervention. 
3. Making (appropriate) neuroS/T approaches available and employable in all national 

security endeavors, including interrogations, in accordance with defined ethico-legal 
parameters. 

 
When considering these options, it is important to bear in mind that the appointed goal of 

intelligence for US (and NATO) national security and defense is not to cause harm without 
purpose, but rather, to uphold and protect the rights of the greater population (namely the 
right to life; Gross 2001). But, as history has shown, law enforcement and military authority can 
be misappropriated and abused, and these possibilities must be taken into account and 
mitigated. 
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In the main, we call for a focus upon: 
1. Whether to base ethical decisions upon the spirit of the law, which might allow such 

uses of neuroS/T (Montesquieu 1978); or, if such approaches would be considered so 
morally problematic that it would be preferable to ban the development and 
implementation of these techniques and technologies altogether; 

2. Whether guidance and governance should entail a neuroethics of military operations – 
or a military ethics applied to the use of neuroscience and neurotechnology (Bower and 
Giordano 2012); 

3. Whether some (extant or new) combination of both approaches might need to be 
addressed and articulated, and what such a set of ethico-legal parameters would obtain 
and entail. 
 
We advocate that neuroS/T be continued to be studied for its potential viability – 

specifically to decrease harms necessary to preserve national security and defense. However, 
we urge sensitivity to what we call “footfall effects”: namely, that it is not a question of 
impeding the momentum or even the pace of forward progress (because that may be difficult, 
if not impossible, to do); rather it is a question of where each forward step falls, so as to tread 
wisely with appropriate lightness or force, and remain upright and balanced, both in the course 
of usual events, and if pushed or stricken. 

 
Clearly, there are a number of issues, problems and concerns that come to the fore, but 

at this point, we are focused upon two:  First is whether such neuroS/T is mature enough to be 
used in these ways.  An expanding body of literature supports the use of neuroscientific 
techniques and tools to provide new insights into how cognitive and emotional systems could 
be manipulated to affect the perception of the past, present, and future. While this may allow 
utilization of neuroS/T it is should be noted that each and all of these approaches possess 
particular capabilities and limitations.  

 
For example, neurogenetics and neuroproteomic assessments can provide detailed 

information about neural predispositions, and the presence of neural biomarkers that have 
been putatively associated with, and may be inferentially predictive of particular cognitive, 
emotional and behavioral characteristics. Yet, it is well recognized that it is difficult – if not 
often erroneous - to attempt linear and/or direct correlation of populational genomic, and 
individual genetic and proteomic markers to psychosocial traits and states, given the complexity 
of single- and multiple-gene effects, and the ongoing dynamics of genetic-phenotypic, and 
environmental interactions in shaping psychosocial outcomes (Wurzman and Giordano 2012). 
Various types of neuroimaging (such as computational tomography, CT; functional magnetic 
resonance imaging, fMRI; and diffusion tensor imaging, DTI) provide generally good spatial 
resolution of regional activity in the brain; however, the temporal fidelity of these techniques 
leaves much to be desired. Neurophysiological techniques, such as quantitative 
electroencephalography (qEEG) and magneto-encephalography (MEG) have good temporal 
resolution, but tend to lack finely-grained spatial integrity (VanMeter 2010).   

 



 
 

Many of these shortcomings can be de-limited through the convergent utilization of 
multiple forms of neuroscience and technology (e.g.- genomics and genetics; proteomics; 
neuroimaging; individual and group socio-behavioral analyses, etc), so as to provide an 
integrative montage or mosaic of information about neuro-cognitive predispositions and 
individual and group characteristics that may influence patterns of cognitions, emotions and 
behaviors (Giordano 2012a; Vaseashta 2012).  The proposed use of such convergent neuroS/T 
approaches is to: 1) assess individuals from selected geographic and cultural regions; 2) create 
iterative data bases to develop comparative and normative inferences specific to characteristics 
of groups and populations within these geo-cultural domains; 3) employ these  data to model 
neuro-biopsychosocial dynamics that might contribute to violence; 4) use these data, models, 
and norms to better define and predict individual and group behaviors, and 5) engage this 
understanding to mitigate factors that foster and/or initiate violence.  

 
These neuroS/T approaches are not intended to be applied to all members of a given 

population; rather, it is critical to accumulate an amount and levels of data that are necessary 
and sufficient to extrapolate group comparisons and predictions.  This necessitates 
employment of computational technologies (e.g. - large scale databanks, cloud computing) to 
afford the resources and services required to store, integrate and retrieve such information 
with accuracy and expedience.  In the practical sense, such data could be utilized to provide 
indications for individual and/or group tendencies toward particular cognitive, emotional and 
behavioral trajectories, so as to indicate (and/or warrant) further, more finely-grained 
assessment of certain individuals or groups, and initiation of some form of mitigating 
interventions (Giordano 2012a). 

 
This will require both ongoing assessment of the viability of extant neuroS/T, and 

continuing identification and analyses of gaps in information, capability and administrative 
structures to provide oversight of these current and emerging tools and techniques (Shaneyfelt 
and Peercy 2012). There is a real risk that neuroscientific outcomes and information may be 
misperceived, and misused to wage arguments that are inappropriate or fallacious. 
Misperception and/or misuse can result from miscommunication of what neuroscientific data 
actually mean. In this sense, we have advocated discernment of “hard” from “soft” 
neuroscience: the former being that which is actually produced and disseminated within the 
scholarly community, while the latter tends to be that which is excerpted, or in some cases, 
bastardized in the extra-academic sphere (Giordano 2011b). This speaks to the shared 
responsibilities of science and various user communities (including public media) to avoid 
ubiquitous flaunting, claims and/or demands of neuroS/T in ways that are nonsensical. As 
Matthew Crawford has claimed, the limits to “neurotalk” need to be recognized and 
appreciated (Crawford 2010). 
 

This latter point prompts our second focus upon questions and concerns about whether 
ethico-legal systems are in place and realistic and mature enough to guide, direct and govern 
such possible use and/or non-use. In short, we claim that they are not; at least not to the extent 
that we believe necessary and sufficient to address and account for the contingencies spawned 
by rapid advancement in neuroS/T and the pull exerted upon its use and employment by 
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a variety of economic, social and political forces (Giordano, Forsythe, and Olds 2010; Forsythe 
and Giordano 2011; Giordano and Benedikter 2012a,b). This is where the proverbial “rubber 
hits the road” as regards the ways that pragmatic evaluations of the capabilities and limitations 
of neuroS/T are translated to practical parameters for the ways that these approaches can, 
should, and/or should not be utilized. 

 
In light of this, we are attempting to develop algorithmic protocols for studying and using 

neuroS\T that: 
1. Reflect and substantiate technical rectitude; 
2. Reflect appropriate moral analyses of use and outcomes; 
3. Afford ethico-legal bases to guide/direct both the use of neuroS\T and its outcomes 

within extant judicial frameworks and guidelines of international relations, security and 
deterrence; and  

4. Engage technical and ethical concepts to revise/develop pertinent laws to ethico-legally 
govern any use of neuroS/T in such circumstances. 

 
From these studies, we are developing a proposed set of criteria for using neuroS/T in 

national security settings (Bower and Giordano 2012). These tentative criteria include: 
1. That there is less harm done by using the neuroS/T in question. 
2. If an individual or individuals pose(s) a realistic and immediate threat of severe harm to 

others, the most effective science and technology – and least harmful among these – 
should be utilized toward mitigating these threats. 

3. The use of such neuroS/T must be admissible in a court of law under Daubert (i.e. – 
reliability) rather than merely Frye (i.e. - relevance) standards (Orofino 1996). As well, we 
are examining other ethico-legal frameworks and standards to enable a more 
internationally relevant approach to using neuroS/T in such ways (see, for example: 
Eagleman 2011). 

4. If neuroS/T is employed for intelligence purposes, only information pertinent to an 
ongoing investigation or a specific issue of security and/or deterrence should be obtained 
and used, and this should be stored in official police and/or government records. 

5. There must be other corroborating evidence to substantiate prosecution and interventive 
action(s) -outside of evidence gathered by neuroS/T - as is necessary based upon 
maturity and reliability of techniques (see 3). 

6. There must be a valid legal order issued to incur use of neuroS/T in these circumstances 
(see 2 and 3). 

7. Applying these technologies in a preventive or predictive manner is still practically 
problematic and should not be implemented until further S/T research and development 
has been undertaken, and adequate ethico-legal frameworks are addressed and 
generated. 

 
We are also working to develop policy recommendations that are aimed at supporting 

fiscal investment in building sustainable infrastructures that: 
1. Engage research to evaluate if and how neuroS/T could be used in NSID 



 
 

2. Develop a stance of preparedness with respect to the potential military and law 
enforcement uses of/for neuroS/T. 

3. Establish multi-disciplinary bodies to formulate ethico-legal guidelines and protocols to 
monitor/oversee/regulate the use of neuroS/T both in the US, and internationally. 

 

Practical Questions; Ethico-legal Concerns: Issues of Power 
 

Of course, this paradigm generates both questions of the ecological validity and 
reliability of any such assessments, as well as ethico-legal concerns about the value and probity 
of predictive neuro-cognitive assessments to compel various forms of pre-emptive intervention.  
Without doubt, there is the need to develop stringent technical and ethico-legal guidelines and 
standards for such use of neuroS/T – a project to which our group remains durably committed. 
We posit that the challenge reflects, and must address important standing questions in the 
field. Namely, what are the nature and type of neurobiological characteristics that affect 
cognition, emotion and behavior? Can these characteristics be accurately assessed, and what 
types and combinations of techniques, technologies and metrics are required in this task? Can 
these, techniques, methods and tools – if not overall paradigm – be used to (a) describe and 
perhaps predict bio-psychosocial factors of group violence and terrorism, and (b) provide 
putative targets for multi-disciplinary intervention to deter, mitigate and/or contain such 
violence?   

 
In the main, we warn against succumbing to “Icarus’ folly” of scientific and technological 

hubris. Simply put, it is unwise – and inapt – to over- (or under-) estimate the capability of 
neuroS/T, and it is equally foolish to misjudge the power conferred by this science, or the 
tendency for certain groups to misdirect and misuse these technologies and the power they 
yield (Giordano 2012c). In light of this, we call for a concomitant dedication to both ongoing 
neuroS/T research, and full content ethico-legal address, analyses and articulation of the ways 
that these approaches may be used, misused and/or abused in contexts of national security, 
intelligence and defense (by the United States and its allies, as well as other nations on the 
world stage). Prescriptions, proscriptions, and guidelines must be devised and implemented to 
ensure the technically apt and ethically sound use – and governance - of such methods and 
information.  

 
To be sure, there is robust political power to be gained and leveraged through the use of 

neuroS/T. Although reliant in part upon economics, such power transcends simple economic 
considerations. In the changing political constellation of today’s broad “power shift from the 
West towards the East which is the consequence of the latest economic and financial crises” (as 
asserted by France‘s Premier Francois Fillon on 6 November 2011; Evans-Pritchard 2011), 
neuroS/T is becoming a crucial international factor. Given the growing prominence of non-
Western nations in neuro- and biotechnology research and production, the adage that “the one 
who controls the chips controls the game” is metaphorically accurate in that these nations’ 
efficient production of bio- and neuro-technologies are fostering a presence on the world stage, 
thus creating new social and political dependencies.  
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These developments suggest that neuroS/T is becoming a strong factor in the re-

balancing of the power equation of global politics, influence, and defense capabilities. The issue 
of how to apply neuroS/T prompts the human question in the more strict philosophical and 
ethical sense, as reflective of, and inherited by Western modernity (and which will heretofore 
be situated amongst increasingly prevalent and influential pluralist ideals and ethics on the 21st 
century world stage). The question of what the human being is, and what it may become, is – 
and will be - unavoidably connected with the development, control and policies of neuroS/T.  
To re-iterate,  neuroS/T -  like any form of science and technology - can be used to effect good 
and harm. And while the tendency to use science and technology inaptly or toward malevolent 
ends is certainly not new, the extent and profundity of what neuroscientific information implies 
(i.e. about the nature of the mind, self-control, identity, and morality) and what neuroS/T can 
exert over these aspects of the human being, condition, predicament and relationships 
mandates thorough review and discernment.  

 
Therefore, a particularly high level of scrutiny is needed when looking to, and relying 

upon neuroS/T, both for determination of ethico-legal judgments, and to describe, predict or 
control human behavior. It will be crucial to develop measurements for such scrutiny, and how 
to translate these metrics to binding legal standards nationally, regionally and internationally. 
Extant criteria, such as the previously mentioned Frye and Daubert standards used in the 
United States, while viable to some degree, are changeable, can reflect - and are often 
contributory to - the scientific, social and economic “climate” in which various techniques and 
technologies are regarded, embraced and utilized, and thus in most cases are only temporary 
political agreements, and (in the ideal case) socially accepted viewpoints. Thus, any and all 
analyses and guidelines for the use of neuroS/T must be based upon pragmatic assessment of 
technological and human dimensions of science and technology, the capabilities and limits of 
scientific and technological endeavour, and the effects and manifestations that studying and 
using such science and technology might incur in the public sphere.  
 

Addressing Challenges and Opportunities: A Path Forward 
  

We argue that it is essential to appropriately address these “deep” questions, both 
separately, and in their inter-relatedness. A first step is to more fully recognize the rapid 
development and use of neuroS/T, and the variety of new fields of application and 
transformation generated in the mid- to long-term by neuroscientific techniques and tools, and 
the information and capability they yield. To date, the US and its allies have not forged concrete 
political strategies and policies to optimize the beneficial effects of neuroS/T on the one hand, 
and confine potentially negative effects on the other. Instead, there appears to be a somewhat 
indecisive posture - a “waiting game” - toward the unavoidable increase in contextual (indirect) 
and classical (direct) political power connected to the use of neuroS/T in the coming decades.  

 
  We believe that what is needed is the formulation and articulation of a democratically 
defined, multi-disciplinary neuroethics. Such a comprehensive and cosmopolitan neuroethics 



 
 

does not yet exist on an international global level, and thus the US and its allies could be at the 
forefront of proposing, developing, elaborating, implementing and promoting such ethical 
progress. We maintain that this type of neuroethics, brought forward as a new, inclusive 
strategy for the development of transnational neuroscientific innovation - on a global scale - 
will be instrumental to developing political, economic and military relationships (Giordano 
2010; Giordano 2011a;  Giordano and Benedikter; 2012a; Giordano and Benedikter 2012b; 
Giordano, Benedikter and Flores, 2012; Shook and Giordano 2013). 
 

NeuroS/T is and remains a field in evolution. The questions generated by the field and 
its applications are complicated – and more numerous than the certainties achieved thus far. 
The common ground of these questions is not whether “deep reaching” scientific and 
technological shifts will occur, but rather when, and to what extent. And the most overarching 
question is how, and in which ways these shifts will be expressed by, and/or affect global 
political forces. Could some uniform regulations for research and use be viable in any and all 
situations? And if so, by which mechanisms might these codes be developed and articulated? 
Or, will progress in neuroS/T incur more of isolationist leanings? And, in the event, how would 
Western nations then maneuver neuroscientific efforts to retain a viable presence on the global 
technological, economic, security and defense map(s)? Might this trend toward pervasive use of 
neuroS/T in these silos of power be regarded as a form of “neuro-politics”? 

 
 It is exactly this scientific-to-social span of neurosS/T effects that necessitates a 

stronger focus and investment in both the science and a meaningful neuroethics. As a new, 
“proto-political” discipline, neuroethics entails and obtains two main traditions (Roskies 2002; 
Racine 2010; Giordano 2010; Giordano 2011a; Levy 2011). The first is focused upon the nature 
and patterns of human cognition, needs and resource utilization in moral, ethical and social 
decision-making. This approach is important to appreciate the ways that bio-psychosocial 
(including cultural) differences are manifest. Yet, insight and understanding of such putative 
substrates and mechanisms are not sufficient to foster inclusive political perspectives. 
Therefore, it will be necessary to engage this knowledge both in the analyses of problems borne 
of neuroscientific and neurotechnological progress, and the development of recommendations 
and guidelines that direct the scope and tenor of current neuroscientific research and 
applications, so as to ensure preparedness for the consequences of neuroS/T advancements in 
the future. 

 
It may be that existing ethical and legal concepts and systems need to be adapted, or 

even developed anew to sufficiently account for the changes and challenges that neuroS/T are 
evoking in an evermore pluralized  world (Giordano and Benedikter 2012a; Giordano and 
Benedikter 2012b; Giordano and Shook 2013). As philosopher Fritz Jahr noted some 80 years 
ago, new science and technology unavoidably add to the palette of philosophy, ethics, 
economy, culture and politics alike (Jahr 1927). They require new forms of ethical reflection, 
and revised concepts and enactments of policy. Given the growing reciprocal relationship of 
knowledge, technology, politics, economics and culture in the years ahead, in order to maintain 
leadership and influence on the global stage it will be necessary to develop guidelines, policies 
and laws that appropriately reflect advancements in neuroS/T, and aptly direct, if not govern 
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the use and manifestations of such developments in an era of an intensifying global systemic 
shift.  

Conclusions 
 
Our intent is not to advocate the use of any particular neuroS/T in national security, 

intelligence and defense, but rather to illustrate that any and all consideration and analysis of 
use must begin with and proceed from fact(s).  The fact is that neuroS/T, like any science and 
technology, can and will be used in service of national security and defense agendas, not only 
by the United States, but by nation states and individual actors with aims that are not aligned 
with the values of the USA and its allies. This finding arises from our ongoing work in 
surveillance of the field and the ways that neuroS/T is – and potentially can be – used and 
misused.  It is from this reality that we invoke a stance of preparedness and an ethic of 
responsible intent and action (Giordano, Forsythe, and Olds 2010). Given the trend toward 
revivifying US “Big Science” incentives on a global scale (inclusive of, if not explicitly focusing 
upon the brain sciences), and the increasing advancement of neuroS/T worldwide, we believe 
that such investment of time, effort and funding is important, necessary and urgent.  
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Special Editorial Chapter: An Integrated Approach to Understanding Human 
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The potential impact of recent discoveries in neuroscience on our understanding of 
human behavior is undeniable. However we should keep in mind that biology is only part of 
what makes up our human selves and defines us as persons living in a given society and culture. 
An integrated approach, one that takes into account the influence of the empirical sciences as 
well as a social psychological framework gives us the most holistic understanding of human 
behavior.  As we think about the behavior of terrorists in particular we need to come to grips 
with the factors that not only caused them to become terrorists, but the factors that caused us 
to label them as such.  
    

  People don’t become terrorists simply because of a chemical imbalance in their brains; 
they become terrorists because of choices they made that contributed to the discursive 
development of their terrorist self. That discursive development occurred during interaction, 
primarily linguistic, with other terrorists, and not because of the firing of specific synapses. As 
has been mentioned by others in this collection of papers, context is critically important to our 
understanding of human behavior. Any attempt to understand terrorist behavior without 


