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1 Summary

On April 2, 2020 Twitter announced the takedown of a collection of data sets
attributed to state influence operations in several countries. One of those
datasets was attributed to actors within Egypt - specifically, accounts linked
to the El Fagr newspaper. El Fagr has previously been named in coordinated
inauthentic activity takedowns on Facebook and Instagram, which took down
a network related to their pro-Egyptian government activity in October 2019.

As with several other influence operations executed in the MENA region pre-
viously attributed to Saudi Arabia, Egypt, and the UAE, the content consisted
of a mix of auto-generated tweets from religious apps, commercial content,
news content (often propaganda in support of the party or politician behind
the operation), as well as subversive political astroturfing content created by
accounts that appear to be fake people. The political astroturf identities were
often created within a tight time cluster and subsequently deployed towards
a particular topic, often the discussion of a specific incident, with very little
additional chatter or any significant persona development.

This takedown assessment explores the tactics, techniques, and themes unique
to this Egypt-attributed Twitter network, and discusses several commonalities
with El Fagr’s past coordinated inauthentic behavior.

2 Key takeaways

« News properties were at the center of this network. Several appeared
to be legitimate organizations, such as El Fagr itself, and other outlets
based in UAE and Yemen.

« Some handles that appeared to be news outlets were fabricated prop-
erties that had Twitter presences with “news” in the name, but did not
appear to be linked to any websites or authors of any content. Some had
names that tried to create the perception that they were affiliated with
legitimate news organizations (ie, @Foxnewseurope_f).

« Fabricated personalities were created in batches, some serving as con-
tent creators, and others serving as content amplifiers. The creators
would tweet “original” messages nearly simultaneously (3-6 accounts
would put out the same text but not engage with each other), and then
outer networks of “disseminators” would amplify all of the creators.

+ The topics in this Egypt-attributed data set had high overlap with topics in
past Egypt-attributed takedowns: negative content about regional rivals
such as Qatar and Iran, positive tone towards the Egyptian government.

3 Summary Statistics

3.1 Accounts

The El Fagr takedown consisted of 2541 accounts and 7.9 million tweets, split
primarily between Arabic (84.5%) and English language (3%) content. The
accounts were created between October 16, 2008 and September 25, 2019, with
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several high-volume spikes on specific days (ie, 56 usernames consisting of
random patterns of numbers and letters created within three days in Decem-
ber 2014). They were most active in 2015, and again in late 2019. They had
a mean follower count of 6684, though this was skewed by 5 accounts with
upwards of 500,000 followers (the largest had over 1.35 million followers).
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3.2 Tweets

Of the tweets, 3.9 million appeared to be originally-created content, while 4
million were retweets. Average engagement was low (<1 per tweet), and the
tweet with the highest engagement generated a total of 18,630 likes, replies,
and retweets. When considering engagement on a per-account basis, two of
the top five accounts were related to El Fagr newspaper directly: @ElfagrNews
and @ElfagrFan.

3.3 Domains & Content

The most-shared top-level domains were split between religious content, news,
and social posts on other platforms. The religious content was largely auto-
mated, coming from dedicated client apps. The most shared domain in the
data set was du3a.org, with 776,910 instances. Another religious domain was
ghared.com, which runs a charity auto-tweeting app, and zad-muslim.com,
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which notes that its app will tweet the Quran for you “with your life and after
your death” (translated). The news domains shared included the sites asso-
ciated with Twitter accounts that came down in the operation, such as alya-
manalaraby.com/elyamnelaraby.com, almashhadalaraby.com, and elfagr.org.
The accounts also shared links to posts from Instagram and YouTube accounts,
including their own.

The most-used hashtag in the data set was g |_ ¢, which is the name of the
newspaper elyamnelaraby.com; each of the news organizations appears in the
hashtags. A few of the top hashtags were religious in nature (ie, “Quran” and
“hadith”). Of the rest, many focus on Qatar, Iran, and other regional neighbors
who were the subject of the narratives in the influence operations. While not
a hashtag, the third most common mention in the data set - 123,337 times -
was the editor-in-chief of El Fagr, @MostafaThabetM.

Original hashtag Translation Instances
(paaall abaii | Al-Hamadin organization 82012
claY) Jsai kd | Qatar_Finance_Terrorism 77032
Yl aexi ki | Qatar_Support_Terrorism 67303
SNl asaliml | Uprising_ Iranian people_ 43232
ol @l alas | Iranian demonstrations 18782
Jugall el us ki | QatarTampersWithSomaliasSecurity 11265
QatarTampersWithSomaliasSecurity | QatarTampersWithSomaliasSecurity 10880
QatarBloodMoney QatarBloodMoney 6399

4 Background

4.1 ElFagr

El Fagr (‘the dawn’), the newspaper at the center of the takedown, is a “sensa-
tionalist” Egyptian weekly newspaper established in 2005 and based in Cairo.
The paper’s focus is domestic Egyptian politics. It is owned by Al-Fagr for
Printing and Publishing, Inc, and its Editor-in-Chief is Mustafa Thabet, an
Egyptian academic. It publishes content online to its website, elfagr.com,
created on July 8, 2009.

El Fagr’s social presence has, in the past, consisted of Facebook Pages (most
removed in an earlier takedown in October 2019; see Section 4.2 below),
LinkedIn, Twitter, and YouTube accounts. The @ElfagrNews Twitter account
was created on January 25, 2011. It initially pushed primarily Facebook-
generated English language tweets that announced posts of photos, etc before
turning into the mouthpiece of the paper. The LinkedIn and YouTube accounts
remain active as of the writing of this report. Three twitter handles associated
with the newspaper, @ElfagrNews (867,061 followers), @ElfagrFan (38,820),
and @ElfagrSport (25,492) were removed in this April 2020 takedown. The
newspaper has several Android apps in the Google Play Store, including one
for the Fan and one for the Sport subsets of its content.


https://en.wikipedia.org/wiki/El_Fagr
https://en.wikipedia.org/wiki/El_Fagr
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Figure 1: The El Fagr News app and related products

ole Lgali
FRODY®

Www. Elfagr.Com

@ ElFagr News
118K subscribers

HOME VIDEOS PLAYLISTS COMMUNITY CHANNELS ABOUT Q
Description Stats
An interactive television channel on the Intemnet that monitors the event, moment by moment, through the largest network of Joined Jan 25,2017
reporters and photographers in all governorates of Egypt, and allows the public and viewers to publish their videos and
comment on them 35,500,671 views
]
Details
For business inquiries: VIEW EMAIL ADDRESS

Location: Egypt

Figure 2: The El Fagr News YouTube profile, translated by Google Translate
and showing engagement

4.2 Past Takedowns for Coordinated Activity Originating in Egypt

Facebook and Twitter have taken down coordinated inauthentic activity at-
tributed to Egypt on several occasions, and on one occasion, to El Fagr specifi-
cally.

In August 2019, Facebook removed 259 Facebook accounts, 102 Facebook
Pages, five Facebook Groups, four Facebook Events and 17 Instagram accounts
for “coordinated inauthentic behavior” that originated in the UAE and Egypt
and focused on Libya, Sudan, Comoros, Qatar, Turkey, Lebanon, Syria, Jordan


https://about.fb.com/news/2019/08/cib-uae-egypt-saudi-arabia/
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and Morocco. They posted about a range of local and political topics, including
“alleged support of terrorist groups by Qatar and Turkey, Iran’s activity in
Yemen, the conflict in Libya, successes of the Saudi-led coalition in Yemen,
and independence for Somaliland.” Facebook attributed the activity to two
marketing firms: New Waves in Egypt, and Newave in the UAE.

In October 2019, Facebook noted the removal of another Egyptian network
that appeared to be a respawn of the August 2019 takedown. There was an
additional, distinct second network taken down, also originating in Egypt -
that one associated specifically with El Fagr. Specific to that second network,
Facebook’s announcement notes the removal of 163 Facebook accounts, 51
Pages, 33 Groups and 4 Instagram accounts originating in Egypt that were
involved in coordinated inauthentic behavior, which focused on Somalia,
Yemen, Saudi Arabia, Sudan, Yemen, Tunisia, Iran, Turkey, Lebanon and
Qatar:

The people behind this activity used fake accounts — some of which
had previously been disabled by our automated systems — to man-
age Pages posing as independent local news organizations, post
in Groups, amplify their content and drive people to off-platform
domains. Some of these Pages appear to be purchased and some
changed names over time. The Page admins and account owners
typically posted about domestic news and political topics including
content in support of the United Arab Emirates, Saudi Arabia, and
Egypt; criticism of Qatar, Iran, and Turkey; and Yemen’s southern
separatist movement. Although the people behind this activity
attempted to conceal their identities, our investigation found links
to an Egyptian newspaper El Fagr.

An independent assessment of the El Fagr network was performed by Atlantic
Council’s Digital Forensic Research Lab (DFRLab), which found evidence of
coordination among the pages, such as the creation of identical posts within
a short timeframe. It also highlights manipulative activity specific to El Fagr
Editor-in-Chief Mostafa Thabet, who, ironically, has articles on his personal
blog in which he states that the world is swimming in a sea of rumors, and
rumors must be confronted. DFR’s assessment notes, “A majority of the re-
moved pages posted content about Egyptian politics, praising the current
government led by President Abdel Fattah el-Sisi and denouncing the Muslim
Brotherhood for sowing chaos in Egypt.” Some of the most positive posts,
presenting the President as a beloved leader responsive to his people, appear
to have been “timed to coincide with the recent protests against el-Sisi.”

Finally, in February 2020, 333 Facebook accounts, 195 Pages, 9 Groups and
1194 Instagram accounts linked to two Egyptian marketing firms, New Wave
and Flexell, were taken down. Here, again, the people behind the network
used a combination of authentic and fake accounts to direct people to off-
platform websites, game engagement metrics, and spread content. Similarly,
they created fake local news pages, and discussed topics related to geopolitical
issues in Libya, Turkey, Qatar, Iran, and Iraq including:

« Alleged support of terrorism by Qatar, Turkey and the Tripoli-based
Government of National Accord


https://about.fb.com/news/2019/10/removing-coordinated-inauthentic-behavior-in-uae-nigeria-indonesia-and-egypt/
https://medium.com/dfrlab/facebook-removes-assets-connected-to-egyptian-newspaper-el-fagr-7ff5e5b41f78
https://medium.com/dfrlab/facebook-removes-assets-connected-to-egyptian-newspaper-el-fagr-7ff5e5b41f78
https://about.fb.com/news/2020/03/february-cib-report/
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« The war in Libya
+ Recent protests in Iran and Iraq

« The killing of Iranian General Qassim Suleimani and Qatar’s alleged role
in it

+ The alleged spread of diseases in Qatar, and migrant workers’ rights in
Qatar

« Women’s rights in Turkey
+ The Huthi movement in Yemen (covered negatively)

The content also included positive commentary about Egypt, Saudi Arabia,
and UAE. The takedown report notes, “We identified this activity as part of
our follow-on investigation into the coordinated inauthentic behavior in the
region we had previously removed in August and October 2019.” At this point,
Facebook permanently banned the companies from operating on its platform.

The Twitter takedown discussed in this report appears to be directly con-
nected to Facebook’s October 2019 El Fagr takedown; while it is additionally
thematically similar to the August 2019 and February 2020 content, there is
no platform attribution directly linking the activity to those other networks.

5 El Fagr Takedown, April 2020

5.1 Themes & Behaviors
News-related accounts

« There were 56 accounts in the data set that purported to be media prop-
erties, as assessed by the presence of the word “news” in their handles.
Several of these are related to regional and local media properties with
established websites, such El Fagr, as verified by links to Twitter profiles
on their websites. Others appear to be piggybacking on the names of
real news publications, such as “@Skynewseurope_e” and “@Foxnewseu-
rope_t”, with no actual affiliation. A small set appear to be creations that
say they are news sites, but have minimal followers and no discoverable
content.

« Of the handles representative of authentic media properties, @Egypt-
NewsLive3, @Dreamtveg, @Fnews_French (Forsan News), @Q8, @elyam-
nelaraby, were among the largest by follower count. Several of these
properties still have active social media accounts on other networks.
For example, @alyamanalaraby / @elyamnelaraby’s Facebook and Insta-
gram accounts are down, though its YouTube account is active here. The
account @q8, the highest by follower count in the data set with 1.3MM
followers, is a Kuwait news org; its Instagram remains active.

« Several of the largest accounts in the data set used the shorthand “Q8”,
which refers to Kuwait. Examples include Q8Heey, IstanbulQ8, q8, Q8_-
Newz bios, Their bios claim to be Kuwait-based. Most of those appear to
be largely automated.


http://forsan.news/ar/home
https://www.youtube.com/channel/UCorgK1ILw1Bp8kkRzE7fFsg/videos
https://www.instagram.com/Q8/
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+ There was significant coordinated amplification of El Fagr’s editor, @MostafaTha-

betM, with over a hundred thousand retweets, not only from the pa-
per’s own twitter handle, but from a collection of likely-fake accounts.
The retweeted content often included inflammatory political hashtags
(“#qatari_terror_in_France, #ShameOnSpain, #ThirdTerroristList). In
the example below, we observe a cluster of accounts, all created on
July 28, 2017 or September 24, 2017, amplifying Mr. Thabet’s account
repeatedly within a short time window on October 10, 2017.

account_creation_date | - | tweet text | tweet time 1

9/24/2017 0:00 RT @MostafaThabetM: # a3l s _sSuisd 1535 Qatar s a state of terrorism hitps://t.co/WCF1myplQy 10/10/2017 11:29
9/24/2017 0:00 RT @MostafaThabetM: #a9| ;3a sSuigl 13 isiSave UNESCO from terrorism..Do not do same mistake as FIFA!Qatar is a state of terrorism 10/10/2017 11:29
5/24/2017 0:00 RT @MostafaThabetM: #a9|_se_sSauisd_lyiiSave UNESCO from terrorism..Do not do same mistake as FIFAlQatar is a state of terrorism 10/10/2017 11:31
9/24/2017 0:00 RT @MostafaThabetM: #Us¥| s sSuisd |5iGiSave UNESCO from terrorism..Do not do same mistake as FIFAlQatar is a state of terrorism 10/10/2017 11:31
9/24/2017 0:00 RT @MostafaThabetM: #ad1 s _sSuisd |5iEiSave UNESCO from terrorism..Da not do same mistake as FIFAlQatar is a state of terrorism 10/10/2017 11:32
9/24/2017 0:00 RT @MostafaThabetM: #a9| ;3a sSuigl 13 isiSave UNESCO from terrorism..Do not do same mistake as FIFA!Qatar is a state of terrorism 10/10/2017 11:32

7/28/2017 0:00 RT @MostafaThabetM: #la)¥l_cse_sSuisdl |
9/24/20170:00  RT @MostafaThabetM: #ola¥| (s sSuisdl |
9/24/20170:00  RT @MostafaThabetM: #oa31 g s

5iSave UNESCO from terrorism..Do not do same mistake as FIFA!Qatar is a state of terrarism 10/10/2017 11:32
SiSave UNESCO from terrorism..Do not do same mistake as FIFA!Qatar is a state of terrarism 10/10/2017 11:32
ISave UNESCO from terrorism..Do not do same mistake as FIFA!Qatar is a state of terrorism 10/10/2017 11:32

7/28/2017 0:00 RT @MostafaThabetM: #a9| ;3a sSuigl 13 isiSave UNESCO from terrorism..Do not do same mistake as FIFA!Qatar is a state of terrorism 10/10/2017 11:32
7/28/2017 0:00 RT @MostafaThabetM: #a9|_se_sSauisd_lyiiSave UNESCO from terrorism..Do not do same mistake as FIFAlQatar is a state of terrorism 10/10/2017 11:32
9/24/2017 0:00 RT @MostafaThabetM: #Us¥| s sSuisd |5iGiSave UNESCO from terrorism..Do not do same mistake as FIFAlQatar is a state of terrorism 10/10/2017 11:32
7/28/2017 0:00 RT @MostafaThabetM: #ad1 s _sSuis |yisiSave UNESCO from terrorism..Da not do same mistake as FIFAlQatar is a state of terrorism 10/10/2017 11:32
9/24/2017 0:00 RT @MostafaThabetM: # 9! ;3a sSuigl I3 idiQatar is a state of terrorism https://t.cofWCF1myplQy 10/10/2017 11:39
9/24/2017 0:00 RT @MostafaThabetM: #laY|_se_sSwisll I3 idiQatar is a state of terrorism https://t.co/WCF1myplQy 10/10/2017 11:39
9/24/2017 0:00 RT @MostafaThabetM: #Us ¥l (ss_sSuisd |55l Qatar is a state of terrorism https://t.co/ WCF1myplQv 10/10/2017 11:39
9/24/2017 0:00 RT @MostafaThabetM: # a3l (s _sSuis 1535 Qatar s a state of terrorism hitps://t.co/WCF1myplQy 10/10/2017 11:39
9/24/2017 0:00 RT @MostafaThabetM: # 9! ;s sSuigl I3 idiQatar is a state of terrorism https://t.cofWCF1myplay 10/10/2017 11:39
9/24/2017 0:00 RT @MostafaThabetM: #laY|_se_sSwisll I3 idiQatar is a state of terrorism https://t.co/WCF1myplQy 10/10/2017 11:39
7/28/2017 0:00 RT @MostafaThabetM: #Us ¥l (ss_sSuisd |55l Qatar is a state of terrorism https://t.co/ WCF1myplQv 10/10/2017 11:40
7/28/2017 0:00 RT @MostafaThabetM: #ola31_gs_sSus \Qatar is a state of terrorism hitps://t.co/WCF1myplQy 10/10/2017 11:40
9/24/2017 0:00 RT @MostafaThabetM: # 9! ;s sSuigl I3 idiQatar is a state of terrorism https://t.cofWCF1myplay 10/10/2017 11:40
9/24/2017 0:00 RT @MostafaThabetM: #laY|_se_sSwisll I3 idiQatar is a state of terrorism https://t.co/WCF1myplQy 10/10/2017 11:40
7/28/2017 0:00 RT @MostafaThabetM: #Us ¥l (ss_sSuisd |55l Qatar is a state of terrorism https://t.co/ WCF1myplQv 10/10/2017 11:40
7/28/2017 0:00 RT @MostafaThabetM: # a3l (s _sSuis 1535 Qatar s a state of terrorism hitps://t.co/WCF1myplQy 10/10/2017 11:40
9/24/2017 0:00 RT @MostafaThabetM: # 9! ;s sSuigl I3 idiQatar is a state of terrorism https://t.cofWCF1myplay 10/10/2017 11:40
7/28/2017 0:00 RT @MostafaThabetM: #laY|_se_sSwisll I3 idiQatar is a state of terrorism https://t.co/WCF1myplQy 10/10/2017 11:40

7/28/2017 0:00 RT @MostafaThabetM: #Us ¥l (ss_sSuisd |55l Qatar is a state of terrorism https://t.co/ WCF1myplQv 10/10/2017 12:04
7/28/2017 0:00 RT @MostafaThabetM: # o e sSi Isave UNESCO from terrorism..Do not do same mistake as FIFA!Qatar is a state of terrorism 10/10/2017 12:04
7/28/2017 0:00 RT @MostafaThabetM: # 9! ;3a sSuigl I3 idiQatar is a state of terrorism https://t.cofWCF1myplQy 10/10/2017 12:07
7/28/2017 0:00 RT @MostafaThabetM: #a9|_se_sSauisd_lyifiSave UNESCO from terrorism..Do not do same mistake as FIFAlQatar is a state of terrorism 10/10/2017 12:12
7/28/2017 0:00 RT @MostafaThabetM: #Us¥| (s_sSuisd |55l Qatar is a state of terrorism https://t.co/ WCF1myplQv 10/10/2017 12:12

Figure 3: Coordinated amplification of several tweets by MostafaThabetM by
accounts created on two dates

5.2 Arabic-language Content

The Arabic content consisted of a significant amount of religious app auto-
generated tweets, sports commentary, music fan commentary, spam, porn,
and news headline tweets. To find and assess the political influence-related
narratives on Twitter, we examined in detail tweets related to Egyptian regional
allies and adversaries, and prominent leaders.

Somalia

There were 20,103 tweets from 534 accounts related to Jb ;.4ll, “Somalia” and
Jbdl 2 j, “Somaliland”, in both English and Arabic.The tweets dated back
to 2011, but most were from 2018 onwards.

Geopolitically, Somalia is an economic battleground for Qatar and Turkey to
face off against the UAE and Saudi Arabia, who in recent years have competed
for key shipping routes along the Horn of Africa. In June 2017, Saudi Arabia,
the UAE, Bahrain, and Egypt cut political and economic ties with Qatar, im-
posing an economic blockade and accusing it of supporting militant groups.
Somalia’s president, Mohamed Abdullahi Mohamed, also referred to as Far-
majo, decided Somalia would stay neutral despite pressures from the UAE
and Saudi Arabia to cut ties with Qatar. According to the International Crisis
Group, the UAE took Farmajo’s decision to stay neutral as a confirmation he
was moving the country closer to Doha; Crisis Group reported that the UAE be-
lieved Farmajo had received funds from Qatar before his election in February
2017, months before the blockade. These political sentiments against Farmajo


https://www.crisisgroup.org/africa/horn-africa/somalia/260-somalia-and-gulf-crisis
https://www.crisisgroup.org/africa/horn-africa/somalia/260-somalia-and-gulf-crisis
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and Qatar were among the dominant narratives we saw in tweets related to
Somalia.

Large accounts such as the newspapers elyamanalaraby.com and El Fagr
helped shape three major themes in the dataset: first that the Somali govern-
ment and its president, Farmajo, are corrupt, second, that Qatar is responsible
for and linked to terrorism in Somalia, and finally that the UAE is a force of
good in Somalia. The narratives were pushed through two primary hashtags,
#FarmajoTearingSomaliaApart and #QatarTampersWithSomaliasSecurity.

#FarmajoTearingSomaliaApart

The hashtag, #FarmajoTearingSomaliaApart appeared 2,616 times in the dataset
over a two-day period beginning March 8, 2018. This hashtag coincided with

the finalization of a deal between Somaliland and Dubai’s state-owned port op-
erator, DP World, in early March 2018 to expand the Berbera port. The project

was opposed by Farmajo and the Somalian Parliament. Those hashtagged

tweets linked to articles that declared the Somali president’s term a failure,
raised suspicions about how he came to power, and reported on alleged pop-
ular discontent against the government. Some tweets from El Fagr News

and El Fagr’s editor claimed there was evidence of Qatar financing terrorist

movements in Somalia, and included links to El Fagr’s coverage.

The hashtag #QatarTampersWithSomaliasSecurity appeared 10,880 times over
a 9 day period, from April 4, 2018 to April 25, 2018. The Arabic language
version of the hashtag, Ju J,a)\_cycl_f,?a‘i_ ks, almost always accompanied the
English hashtag. Many of the tweets using the hashtag accused Qatar of fi-
nancing terrorism in Somalia, a narrative additionally presented in tweets of
@MostafaThabetM (whom the accounts retweeted). Thabet’s tweets included
claims that Qatar was financing armed groups, recruiting mercenaries, and
exploiting the “difficult living conditions in Somalia”. Other tweets using the
hashtag shared a number of similarities : #QatarTampersWithSomaliasSecu-
rity in both English and Arabic, the incorporation of hashtags #ls ,¥I_d & _ L3,
“#Qatar_funds_terrorism” and # ;& _ f,b.\, “#Al-Hamadin organization” (a term

that refers to the government of Qatar), and an article link or Twitter status
from the account @alyamanalaraby.

,t@‘ Mostafa Thabet & @MostafaThabetM - Apr 16, 2018
i

#fqatartamperswithsomaliassecurity

Qatar's works and its non-charitable funding
reach to terrorist entities and elements in
Somalia, not only to the terrorist organization

of Al-Shabab,

Figure 4: An example of the account @MostafaThabetM using #QatarTamper-
sWithSomaliasSecurity in English and Arabic.
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The hashtag was also used to push positive narratives about the UAE, such
as one tweet that linked to a video on elyamnelarby.com in which a Somali
citizen recites a love poem for the UAE. Another tweet from El Fagr News said
that the Somali people were calling on the UAE to save them from Qatar. A
recurring narrative was that Somalia was trying to maintain good relations
with the UAE, despite Qatar and Turkey generating conspiracies about the
presence of the UAE in Somalia.

Iran

Iran was another important topic of conversation among the accounts in the
data set. There were 53,281 Arabic-language tweets coming from 976 accounts
about Iran (Arabic: ol ,|) Half of the tweets occured in 2018.
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Figure 5: Arabic Tweets in the Dataset Containing the word Iran (Arabic: O1,))

The main narratives in the Iran subset were anti-Iranian regime, and included
opposition to positive diplomatic relations between Iran and Qatar in Qatar’s
diplomatic dispute with its Gulf Arab neighbors. As noted above, in 2017, a
Saudi-led coalition of Arab Gulf states severed diplomatic relations with Qatar
and blocked their respective air and shipping routes from Qatar. Among the
reasons for the dispute were Qatar’s alleged support for terrorism in the region,
and its ties to Iran and Turkey. Throughout the crisis, Iran and Turkey have
provided supply relief to Qatar by increasing their exports to the Gulf country.
The top hashtags in the Iran subset are all in Arabic: #Uprising_ Iranian_-
People (Arabic: 31 V\_aill_aplazl), #Qatar (Arabic: # Ls), #Iran (Arabic: #01,)),
#Protests (#| »lis), and #Iranian_Demonstrations (Arabic: #0\ ]l alse).

The accounts in the Iran subset received relatively little engagement in terms
of likes, mentions, and retweets. The highest engagement tweet by likes across
the subset was a September 9, 2019 tweet by @ElfagrNews that received 73
likes, 17 replies, and was quoted three times. The tweet links to an Elfagr
News article that claimed that Iran was responsible for a drone strike on
state-owned Saudi Aramco oil processing facilities at Abqgaiq. The Huthis in
Yemen have since claimed responsibility for the attack, Iran has denied the
attack, and both Saudi Arabia and the U.S. maintain that Iran was directly
responsible. As of December 2019, the United Nations Security Council was
unable to corroborate claims by the United States and Saudi Arabia that Iran
carried out the attack on the Aramco facilities in Abgaiq and Khurais.
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Translation

¥ Preliminary investigations indicate that Iran has been involved in the attacks on Saudi
Arabia

Watch = https://t.co/4g4MxsOWGS8 https://t.co/r1xGT5Gc4V

About 20% of the content about Iran came from three of the high-volume,
large news accounts: @elyamnelaraby, @almashhdalaraby, and @ElfagrNews.
The most frequently shared domain among tweets about Iran was elyam-
nelaraby.com, the Arabic language news website. These URLs linked to sensa-
tionalist Arabic-language headlines, translated below:

« “Disclosure of the secret of the proliferation of brothels in Iran” (277
references)

+ “Why did the Iranian authorities ban the publication of divorce rates?”
(276 references)

« “After the first ‘Rouhani’ mandate ... the most prominent problems of
the Iranian economy” (210 references)

+ “AIDS in Iran .. Why do Iranian youth resort to illegal sexual relations?”
(183 references)

O EngishVerson sl clegin @l gagaslal  pilncy  olnidl  pleguye  daogbsl |8

aeya isin ldyinig pylal .

- Ny -
3 N
L e (3 il pagll Syl o juf . Jglll " ilag)” dulg asy

aylan st 2017 Jupl 19 eloyll0 O

gl alyiliallatin ailuy . Jate
lipaill canai

2020 Jipl 2 yundll O

il jamen o glayl
gadJaoladl .
o Ll | L
020 Jupl 1 eleyjlll O
alal acga . Jale O
uw%ﬂhmﬁ ‘,l
plleg e | -
120 Jupl 2 pundll O -
Ssoigall sabll 6l
ey
Slsa
020 Jupl 1 eleyjlll O

\_siulf.ul.m.
=&Y poeod e

Frw
Puummunjp;j La20lip g0 33l dhd e appell sgall go gl caail gi dio guole ajlys cuaail "joyli Jubiile” ann gy
30 G0 cllgius guns Jcilighell o) o) L Le ple 4o 4151 940 321 g4l Al 6 anlaiall alilenll eladil 6 Jolil aedll ging sggill
aaull Lo el il el go s i3 lo (Juanll gilo 4 gl 16ul Glio L ol J3og g0 22 i Igaauiy pl pav] ggpiall Joa

gpaiiall go anjlen adlg §all ibig) gud guiipl Ll
ol "ligigs™ Jnu gl o Sy

. Al 6 16 A 8180 §3Lnis] gilelil G186 alie e ilag) angan Lol le Ll vyl aaiilg
(THE MIST) il allasllg aliigl Jin Jibuo o wynii gf dogaall e way ail gaug elpall hi alasgg gulill sglasi Lalif* :_slall
- ‘sl 81y e 1ig sy 3gsyll e elaallg

#1Bgananan
340 (511 @30 ilag) el cigol il g0 Ta8lin cuul” ;16 pualp] g4l gyl puslio ggasm 4o gll o anis plg
e gl ololl gl yaallg altull aallen 4 liyw dlal gl (s9gill Glail Juis go ol uenll e 3y Joeraohs go peyl e ail

aulgall Goull 4 haill jlow

lul qual dntnial alubdall, Le dulwll Guu aleis, a1l dudol dawll, 6 haill ilewl Lail anil ail e ha

#iranelections2017

Similar to elsewhere in the broader dataset, examination of the Iran subset
activity revealed a number of accounts that were created in blocks, then
pushed coordinated Arabic tweets at the same time. One of these blocks
retweeted an account with the hashtag #iranelections2017 around the time
of the May 19th, 2017 Iranian presidential election between the incumbent
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president, Hassan Rouhani, and the hardline conservative candidate, Ebrahim
Raisi

As an example, on April 26, 2017 twenty now-deactivated accounts, most
created between April 4, 2017 and April 12, 2017, all retweeted the below tweet
within minutes of each other:

RT @alyamanalaraby: 5,5 g Yails 533 ol .. LSBYHE o e Ll 35
https://t.co/fkSZMWKCBN

#iranelections2017

#lran

HOlH_pil s

Translation

RT @alyamanalaraby: coinciding with the proximity of the elections .. #lran threatened
by the outbreak of a revolution

https://t.co/fkSZMWKCBN

# iranelections2017

#lran

Iran Crime

The tweets linked to an elyamnelaraby article that falsely stated that Iran
was on the brink of “a real revolution that overthrew all ministers coinciding
with the proximity of the presidential elections.” Given the prominence of
other hashtags in the set like #protests and #uprising, these retweets are in
line with the narrative across the broader Iran subset that pushed an Iranian
regime-change narrative.

#Qatar

The Qatar-focused tweets in the Iran subset pushed anti-Qatari and anti-
Iranian narratives that criticized the leaders of both nations. 68 percent of the
tweets in the Iran subset contained both the Arabic hashtags for Qatar ( # Ls3)
and Iran (#0!,]). Half of the tweets containing the Qatar hashtag occured in
2018 (with some others in 2017 and 2019). The accounts frequently tweeted
about Qatar being in the pocket of the Iranian mullahs or urged Qatari citizens
to side with Saudi Arabia in the diplomatic crisis.

Examples of these tweets include:
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@againstqatar: b 4814 5 cilabie 2RTEN 13 Coals Calllgd s e 0 Olamal i
Lo LA
#la )Y aexi ki https://t.co/luEfVA36UKC

Translation

@againstqatar: Qatar preferred the arms of Iran over its Arab neighbors, and it became
the arm of sedition to implement the plans for the mandate of the Faqih in the Middle
East. #Qatar_Support_Terrorism https://t.co/luEfVA36UKC

@soutqatarelhur: #eas U ) il pagd aad) ol Ga¥) 2363 A 4ap A3 i) IS ISI_pUs
SN s o SR S g e S 3 ) 55 ) psanl o ey
#al ki & sa hitps://t.co/pQSCmMIQIM7

Translation

@soutqatarelhur: The mullahs' regime has exposed its subversive agenda that threatens
Arab national security to destroy the stability of the country. However, Al-Hamdain
Organization insists on moving in the Iranian constituency by strengthening relations
with Iran and removing Qatar from its Gulf surroundings

#Voice_QatarQatar https://t.co/pQSCmIQIM7

@NouraSulltannn: S GRIN & Lagandl Y Gl 2 Lo gl Cuilay 58 O Gkl maes 0o 2
AOY) aly (o A3 gl 5 @DV 4y jlan st Lgagz Y Ol O el sl (g 200y yhadll
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Hiaa sl 3 dal)

#01)_aa sl as https://t.co/EPNUMMkwle

Translation

@NouraSulltannn: All Qataris must stand next to #Saudi Arabia against #lran, because
Saudi Arabia is the second brother of the Qataris, so we must stand by them because
Iran has no interest in fighting Islam and Saudi Arabia is the country of Islam.

Isn't #Tamim not enough destruction in our Arab countries?

#Solution_Saudi Arabia

#With_Saudi_Against_Iran https:/t.co/EPNUMMkwle

6 English-Language Content

While there were a relatively small number of English language tweets (ap-
proximately 250,000), there were interesting behaviors among some English-
language tweeters in the El Fagr dataset. Similarly to Arabic activity, English-
language accounts were created in blocks, and coordinated activity appears
repeatedly in English as well, suggesting attempts to reach a broad audience
for at least some of El Fagr’s coordinated influence campaigns.

Some of the older accounts in the dataset are very clearly spam; this includes
some English language creations, made in 2009, that were active for a period
of a couple months to push commercial products. They never switched lan-
guages or appeared to engage or retweet the main accounts pushing influence
narratives. It is possible they were included in the takedown because of be-
havioral or other links, or were perhaps part of a block in which ownership
was transferred but not leveraged.

Overall, the personas were flimsy. One older account had an Arabic name but
tweeted English-language porn content. Some bilingual-seeming accounts
fawned over celebrities, such as Samira Said, or tweeted great-life-question
prompts (“How do you define ‘smart’?”) via the Ask.fm twitter integration.

Some of the behavior served to amplify English-language content from the
major news accounts that produced primarily Arabic content. For example,
on May 18, 2017, twenty now-deactivated accounts, all created on five days
between April 4, 2017 and April 12, 2017, retweeted the below tweet within
minutes of each other.

RT @alyamanalaraby: The involvement of Qatar in the abduction
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One unique finding in the English language content is an effort to amplify
content intended to weaken positive sentiment between the United States
and Qatar. Some of the tweets focused on denigrating Al Jazeera, insinuating
that it was insulting President Donald Trump. In these attempts, a handful of
specific accounts with more Western-sounding names would create tweets,
and then other accounts would amplify them.
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6: Two bursts of tweets by ‘creator’ accounts

RT @margrit_Nill: Qatar and its incitement against Trump "International Lie"#gatar_funds_terrorhttps://t.c
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Figure 7: Amplifier accounts retweeting the creators

In this campaign, the accounts linked to YouTube videos for a channel called
“Against Terrorism”. The tweets got minimal engagement outside of the net-
work itself; the videos received about 5000 views each. Each focused on an
insult that “Qatari Al Jazeera” had committed against Trump. The videos on
the channel in the image below were all created on April 6th, then tweeted on
April 7th, 2018, suggesting that the channel was part of the operation.
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Al-Jazeera's attack dug into the smallest
detail in Trump's life to prove his incompetence
of becoming President

Al Jazeera's attack on Trump during his election campaign
4,886 views - Apr 6,2018 . 5

SAVE  see
a‘ga\ns( terrorism SUBSCRIBE
29 subscribers

This type of coordinated behavior among the English-language networks hap-
pened on multiple occasions. Looking at a network graph generated by men-
tions data (follower/following relationships are not included in Twitter’s re-
lease) shows that El Fagr and Elyamnelaraby were also amplified by the dense
account clusters involved in the English-language amplification processes.

16



Internet Observatory

Stanford Cyber Policy Center

\@ taara&??'\man i D
i.““ uoff Ahuulﬁ%rtnawp fl ."‘L
seb\asan k“@f_‘sa iR

ity "sayed ol F!E
mohamd@7514463

kha
T ,'“.;ﬂh,,@m;wim nfolio10 el Gaho

horyafgshaall
; AT

kan3ani
— fal)

ka3 ', ultrasifingea

nenadlhazam / herya ) eicein EtmorifirHoda Uadlih
Enay@‘

-538151

e v
elr dfeis:

i1
w
. malakilmoghazy

hannar@

zayed@a_nyan G i ; A
tork 1} Hl
faparmy1 BretBlbhssar
\ \, Yo -n_/@§ i bodoufalsah:
ultrisUAE \\ ;
Brover moro B sy 7 ey e N
N | Uos_n@d'eha S S L i
al_fadiah s — 3 e iy P - :

- i A 22 )
ou mohadighibentt ._ ~ o e e O 2 comiv alencai@imazi;
haled§14724951 NN Y St 1 W '
leal®y o .us@ | “m@h_ U!lrﬂsE@Balmﬂnh '@’ Q#Bd

/06 kazem’ - 4 mohal ] 3{} i i
! EIf anmya Y / S | Ud'::iaa@dalla&h@enan
gl ) é‘A@ﬂs' i \
7 JA i \
bntelawhed1 s Amy@wan "@wn sindatawe i N
muatse@nahyaﬂ s khaled@[ashezagﬂjms uma@hmlhen";}g
hyes by 3 b= “'"“!f@m*'ﬁbm@man
i 1 oo | /
| hab: 977363 L
iméddinahyan i Yoo o @ H““e‘@gmgw“@"'hhadm@mrw?
4 ] hanaahfgos?7347
ArarekiBhentz wrfm | samiraigilirahm2 \

Figure 8: A directed network graph of accounts showing a distinctive mention
pattern observed on multiple occasions; the accounts inside the dense “star”
shape created content, and the circle of accounts surrounding them amplified
them. An arrow indicates that Account A mentioned (->) Account B. This
image includes mentions of accounts within the takedown set only; outside-
set mentions were removed

Beyond this small amount of U.S.-focused content, regional politics dominated
the material. As in the Arabic content, Qatar, Iran, Yemen, and Libya-related
smear campaigns figure prominently in the English-language tweets. Some
brief summaries of topics that appeared in English:

Qatar

Qatar was a significant focus of the network in English as well as Arabic; top-
ics in the English content are similar to those discussed in the Qatar section
above. @TheQatarInsider, a previous Saudi-linked influence operation ac-
count, appears in the form of both links to the domain and via retweets of the
previously-suspended @theqatarinsider Twitter account. Several of the ac-
counts retweeted @theqatarinsider in quick sequence, including ElfagrNews,
elyamnelaraby, and a dedicated Qatar opposition account taken down with
this data set, @againstqatar.

The @againstqatar account was created in June 2017 when Saudi Arabia and
its Gulf allies first broke ties with Qatar. The majority of @againstqatar tweets
linked to the now-defunct The Qatar Insider website or retweeted @theqatarin-
sider. According to a 2018 USA Today report, The Saudi American Public Rela-
tion Affairs Committee (SAPRAC) paid $2.6 million to the former Washington,
DC lobbying firm, Podesta Group, for services including creating and running
The Qatar Insider website.
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Similar to the Arabic language tweets about Qatar, the English language tweets
supported the Gulf blockade of Qatar, pushed narratives claiming Qatar sup-
ported terrorism in the region, and criticized Qatar’s relationship with Iran.

Examples of these tweets include:

@againstqatar: RT @theqatarinsider: #Qatar and its ties to #Ter-
rorism - connecting the dots never been easier!

@againstqatar: RT @theqatarinsider: An old interview with @JCZaratel
talking about #Qatar’s connection to Islamic extremism. #Qatar-
Crisis

@againstqatar: RT @theqatarinsider: Is #Qatar really under a
siege? It’s not an embargo, it’s cutting ties. Plain and simple.

The accounts also amplified another anti-Qatar account, @QatariLeaks. The
now suspended Twitter account, @QatariLeaks (and its suspended re-spawn
@QtrLeaks) produced disinformation about Qatar and linked to QatariLeaks.com,
a WikiLeaks-style whistleblowing website. Almost 400 tweets in the English
language subset retweeted content from @QatariLeaks on issues ranging from
criticism of Qatar’s alliances with Turkey and Iran, to corruption and anti-Arab
sentiment among Qatar’s leaders. Almost 90 percent of the retweets occurred
during the summer of 2019. QatariLeaks is covered in-depth in another Twitter
takedown report published by the Stanford Internet Observatory.!

RT @qatarileaks: #Doha and #Ankara ordered their cronies to
move against #Sudan, as #Evil_alliance decided to avenge the fall
of #AlBashir...

RT @qatarileaks: Hossein tab is #Tehran’s man in #Doha who
planned to supply #Houthis with ballistic missiles to attack #Riyadh
#QatariLeak...

RT @qatarileaks: #Doha gang is relentless in plundering countries’
wealth, developed a vicious agenda to loot #Kenyan gas through
#Somalia...

RT @qatarileaks: #Doha gang never stop escalating against #Arab-
Neighbors, as #Bahrain revealed #Hamadeen’s attempts to defame
the Kingdom

The accounts also mass-retweeted United Arab Emirates Minister of State for
Foreign Affairs Anwar Gargash’s English-language tweets about Libya and
Qatar, which leveraged the hashtag #qatar_island_of_terrorism, in 2019.

In another, slightly baffling situation related to Qatar, a cluster of creators
and retweeters (behaviorally identical to those involved in the Trump-related
content) pushed the English-language hashtag #OpposeQatarVisit, which was
an attempt to get people to turn out for protests in Whitechapel, UK. There
were over 600 tweets and retweets in a day and a half period beginning on July

!See “Blame it on Iran, Qatar, and Turkey: An analysis of a Twitter and Facebook operation
linked to Egypt, the UAE, and Saudi Arabia”
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23, 2018. However, perplexingly, some of the accounts appear to have created
content that seemed opposed to #OpposeQatarVisit as well, calling it “Saudi
propaganda”, and urging UK citizens not to fall for it. The same accounts
created content both supporting and opposed the protest; the amplifiers am-
plified all of it. It is unclear what the purpose of this activity was; it did not
seem to be a sophisticated attempt to have one set of accounts support and
another oppose the protests to create social unrest, because the same cluster
of accounts executed all of it. The volume of content was not matched by any
comparable engagement; the entire collection of tweets amassed 47 likes.

Yemen

There was a ring that pushed coordinated anti-Huthi content, consisting of
accounts created in 2013 that had no English-language tweets until 2019, then
spam tweets, and finally anti-Huthi tweets.

HaleemmaaBelaa 10/10/2013 0:00 RT @RT_com: Houthis accuse UN food agency of politicizing aid while doing bidding of Saudi-led coalitionhttps://t.co/X6bUHgTuf6  7/4/2019 17:56

malak_AlHefanyy 3/1/2013 0:00 RT @RT_com: Houthis accuse UN food agency of politicizing aid while doing bidding of Saudi-led coalitionhttps://t.co/X6bUHgTuf6  7/4/2019 18:00
Hashem_Aljarhiy 6/19/2013 0:00 RT @RT_com: Houthis accuse UN food agency of politicizing aid while doing bidding of Saudi-led coalitionhttps://t.co/X6bUHgTuf6 | 7/4/2019 18:01
WasanYamanieyy 5/13/2013 0:00 RT @RT_com: Houthis accuse UN food agency of politicizing aid while doing bidding of Saudi-led coalitionhttps://t.co/X6bUHgTuf6  7/4/2019 18:03
Nayef_Dferyeyy 4/5/2013 0:00 RT @RT_com: Houthis accuse UN food agency of politicizing aid while doing bidding of Saudi-led coalitionhttps://t.co/X6bUHgTuf6  7/4/2019 18:05
mohamed_elshayy 5/1/2013 0:00 RT @RT_com: Houthis accuse UN food agency of politicizing aid while doing bidding of Saudi-led coalitionhttps://t.co/X6bUHgTuf6  7/4/2019 18:19
yousef_allii 12/3/2013 0:00 RT @RT_com: Houthis accuse UN food agency of politicizing aid while doing bidding of Saudi-led coalitionhttps://t.co/X6bUHgTuf6 | 7/4/2019 18:21
Remas_Aldbiani 7/11/2013 0:00 RT @RT_com: Houthis accuse UN food agency of politicizing aid while doing bidding of Saudi-led coalitionhttps://t.co/X6bUHgTufé  7/4/2019 18:32
OmaimaElsqaf 1/25/2013 0:00 RT @RT_com: Houthis accuse UN food agency of politicizing aid while doing bidding of Saudi-led coalitionhttps://t.co/X6bUHgTuf6  7/4/2019 18:36
Faaten_AlIMalki 7/2/2013 0:00 RT @RT_com: Houthis accuse UN food agency of politicizing aid while doing bidding of Saudi-led coalitionhttps://t.co/X6bUHgTuf6  7/4/2019 18:38
Yemenisagextrem 6/25/2013 0:00 RT @RT_com: Houthis accuse UN food agency of politicizing aid while doing bidding of Saudi-led coalitionhttps://t.co/X6bUHgTuf6 | 7/4/2019 18:41
HaithamAINashm 12/29/2013 0:00 RT @RT_com: Houthis accuse UN food agency of politicizing aid while doing bidding of Saudi-led coalitionhttps://t.co/X6bUHgTuf6  7/4/2019 18:42
wedaadarafa 3/3/2013 0:00 RT @RT_com: Houthis accuse UN food agency of politicizing aid while doing bidding of Saudi-led coalitionhttps://t.co/X6bUHgTuf6  7/4/2019 18:45
Saalemzubair 10/3/2013 0:00 RT @RT_com: Houthis accuse UN food agency of politicizing aid while doing bidding of Saudi-led coalitionhttps://t.co/X6bUHgTuf6  7/4/2019 18:46
HatemAldalie 11/26/2015 0:00 RT @RT_com: Houthis accuse UN food agency of politicizing aid while doing bidding of Saudi-led coalitionhttps://t.co/X6bUHgTuf6 | 7/4/2019 18:48
Sudan

There was a significant amount of English-language #StandWithSudan and #Su-
danUprising content during the protests that occurred in Sudan in June 2019.
The retweets were supportive of the protestors, noting that they were rejecting
the Muslim Brotherhood, and included amplification of the activist hashtag
#BlueforSudan. There were dozens of accounts that repeatedly retweeted UAE
Minister of State for Foreign Affairs Anwar Gargash. Much of this content
co-occurred with content related to Libya that was starkly critical of Turkey
and Erdogan.

Libya

Narratives about Libya were pro-Khalifa Haftar (the Commander of the Libyan
National Army). They consisted primarily of simple praise and cheering for
his forces in the ongoing Libyan conflict, offering support through tweets such
as “God bless Haftar and our Soldiers”, “Haftar is going to win (.”, and so forth.
The Libyan content was often additionally anti-Turkey; “#turkey destroyed
#libya” was a recurring theme. There were numerous allegations that Turkish
President Erdogan is behind terrorism in Libya.

RT @yacoubsaaad: The terrorist #Erdogan ,The first supporter of
terrorism , #Haftar will crush him

#turkey #Libya

#StandWithSudan

#Libya

Pro-Egypt and Egyptian allies content

Much of the content related to Egypt in the English-language data set was
spam. There were large retweet clusters that amplified accounts such as
@TrendsInEgypt (previously taken down, does not appear to be in any coor-
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dinated inauthentic behavior data releases so it was possibly simple spam).
There were accounts that retweeted Egyptian musicians and celebrities. There
were a few focused on praising Egyptian tourism.

There was some pro-regime content throughout the dataset, including retweets
of the Ministry of Foreign Affairs, and praising the government and military.
There were tweets labeling the Muslim Brotherhood a terrorist group. Other
tweets were effusive in their praise of President Sisi: “We love Egypt We sup-
port president Sisi”, “The most wanted President loved President and human
President Sisi, Mi Amor you are the President I always wanted”, and “In or-
der to give President Sisi all his accomplishments in 5 years of his work it
would take a book to write” are representative examples. Similarly effusive
praise was lavished upon the late ruler of Abu Dhabi Sheikh Zayed Al Nahyan.
Dozens of accounts simultaneously retweeted “Sheikh @Zayed Al Nahyan: A
UAE Leader Also Held in Egypt’s Heart” on May 27th, 2019.

7 Closing

The El Fagr network is intriguing because of its attribution to a media property,
rather than a mercenary organization (of which there have now been several
Egyptian examples) or a government. The topics the network pushed were
not unique, which is a matter for further research, but it is an interesting
tactical hybrid. The extensive amplification of the editor of the paper, whose
influence those behind the operation likely wished to increase, is reminiscent
of promotional spam and “clout™ or brand-enhancing activities. The fake
media property handles and the distinct creator-vs-amplifier personas are
more evocative of political or activist operations.

20



Internet Observatory
Stanford Cyber Policy Center

The Stanford Internet Observatory is a cross-disciplinary program of research, teach-
ing and policy engagement for the study of abuse in current information technologies,
with a focus on social media. The Observatory was created to learn about the abuse
of the internet in real time, and to translate our research discoveries into training
and policy innovations for the public good.
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