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Abstract: 
 
From 1987 to 2003, Dr. Abdul Qadeer Khan, better known as A.Q. Khan, operated a nuclear 
proliferation network that counted Libya, North Korea, and Iran among its customers.  While our 
group found no evidence in open source materials that the network sold any items to non-state 
actors, many such organizations have sufficient money and motivation to acquire a nuclear 
weapon.  Based upon the destructive power of nuclear weapons and the number of organizations 
willing to use them, defeating networks of this type is of the utmost importance. 
 
The ultimate objective of this analysis is to determine how future nuclear proliferation networks 
might be structured and best defeated.  In order to accomplish this goal, our team modeled the 
A.Q. Khan network as a supply chain in order to determine its weak points and possible ways to 
defeat the network.  We then attempted to generalize our findings in order to apply them to 
future networks.  Our findings are based solely on our analysis of open source information.  
 
By applying the methods of Risk Analysis, we were able to focus our modeling on the many 
uncertainties and interdependent relationships in the network and the surrounding environment.  
Risk Analysis is typically used to assess the weaknesses in a system and determine the most cost-
effective way to improve that system.  This analysis turns risk analysis on its head in order to 
determine the best ways to induce the failure (or degradation) of a system.   
 
Background: 
 
Abdul Qadeer Khan led Pakistan's nuclear weapons program for 25 years and is considered its 
father and a Pakistani national hero. During the 1970s Dr. Khan was a metallurgist employed by 
the Physical Dynamics Research Laboratory, a URENCO affiliate.1  In early 1976, he absconded 
from the Netherlands with classified blueprints of uranium centrifuges.2  With the benefit of the 
stolen designs and with the sponsorship of the Pakistani government, Khan was tasked with 
developing a functional uranium enrichment plant.  Through Khan’s efforts at Khan Research 
Laboratories (KRL) and the efforts of other Pakistani scientists, Pakistan successfully detonated 
its first nuclear device on 28 May 1998. 
 
Throughout the 1990s, there were occasional signals to U.S. and European intelligence agencies 
that A.Q. Khan might be involved in the proliferation of nuclear technology.  By 2000, the 
accumulation of signals increased the assessed probability of proliferation activity.3  In March 
2001, Khan was relieved as director of Khan Laboratories for financial improprieties; however 
he continued in an advisory role.4  Even after Khan’s role changed, the international community 
suspected that he was continuing his proliferation efforts.  On 4 October 2003, the BBC China 
was intercepted with centrifuge equipment bound for Libya.  Following this capture, Libya and 
Pakistan helped the international intelligence effort expose this network.  Currently, A.Q. Khan 
is under house arrest in Pakistan and Bukhary Sayed Abu Tahir (whom we believe was Khan’s 
right hand man) is imprisoned in Malaysia.5   
 
By early 2004, it was clear to U.S. intelligence that A.Q. Khan’s network assisted Libya, Iran, 
and North Korea with nuclear weapons technology, both directly and through the black market. 
 

1 of 11 
 



   

 
Problem Statement: 
 
Model the A.Q. Khan network as a supply chain, determine its weak points and identify methods 
of disrupting and/or defeating the network, based upon a comprehensive review of open-source 
literature with a focus on individual transactions. 
 
Use this analysis to determine how future proliferation networks might be structured and best 
defeated.  Analyze current non-proliferation. policies for their consistency with these findings. 
 
The Broadest Model: 
 
Ideally, a model would relate any policy to the net benefit by capturing all of the costs (dollars, 
lives, good will, etc.) of an outcome, evaluating the effectiveness of an outcome, and 
determining the resultant utility value for the policy.  Figure 1 shows a decision tree that reflects 
this broad model.  Our model focuses on the link between policy and effectiveness and does not 
capture costs. 
 

Policy Options Policy Costs

A1

A2

A3

P(C1 | Ai )

P(C2 | Ai )

P(E1 | Ai,Ci )

P(E2 | Ai,Ci )

P(E3 | Ai,Ci )

Policy
Effectiveness

Outcome
V (Ai)

Utility
U(V(Ai))

• $ Spent

• Damage

• Casualties

 

Figure 1:  Broad Model (Decision Tree) 

Scope of the Study: 
 
Though the ultimate objective of this analysis is to learn about future nuclear proliferation 
networks, our team restricted our focus to an analysis to the A.Q. Khan network as a supply 
chain using the tools of risk analysis to evaluate the structure of the network and the environment 
in which it operated.   
 
Though potential customers include both nations and non-state actors, the analysis only modeled 
state sponsored customers.  Also, the most effective policy would likely address both the supply 
side and the demand side, while this analysis focused only on the supply side.  For any policy 
action there will be stakeholders who will gain and others who will lose, but our analysis did not 
evaluate the political viability or the cost of various policies.  Additionally, any policy intended 
to deal with nonproliferation will likely have effects on other efforts such as counter-narcotics or 
counter-terrorism.  We did not model the benefits created external to the goal of stopping nuclear 
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proliferation.  Finally, we modeled individual transactions using a static model; we did not model 
interdependencies between transactions or allow for dynamic adaptation of the network. 
 
Modeling Assumptions and Limitations: 
 
We do not know all of the redundancies that existed in the network, either in individuals’ skills 
or in the number of individuals employed by the network.  Thus, modeling the network based 
upon the actors and organizations that were available in open source literature may have resulted 
in an overestimate of the impact of breaking specific nodes where unknown redundancies exist.   
 
Based upon the goal of detecting future networks, our vision is focused by what we already 
know about Khan’s network.  Understanding and modeling the structure of a discovered network 
is much different from detecting and destroying a previously unknown network.  For example, 
through our research we found that B.S.A. Tahir was involved in many aspects of the operation 
and was an integral part of the network.6  However, our group only determined the existence and 
identity of a Tahir-like operational leader after the network was exposed.  When combating 
future networks, it will be difficult to determine a priori whom these important actors are; this 
should be one of the main goals of intelligence gathering. 
 
We primarily used three modeling tools:  a process flow diagram, influence diagrams, and 
functional diagrams.  They are designed to model specific aspects of the system, focusing on 
uncertainty and dependency relationships. 
 
Overview of the Model Structure 
 
We have taken an approach that begins with a broad look at the network followed by successive 
looks in greater detail.  We begin with a global look at an entire contracted project (using a 
process flow diagram); then we examine an individual transaction (using an influence diagram); 
finally, we model the structure of the network generically and then empirically as it occurred 
during three different periods of time (using functional diagrams).  These periods of time are 
roughly related to the network’s interaction with three customers:  Libya, North Korea, and Iran. 
 
Modeling Transactions: 
 
In Figure 2 below, we use a process flow diagram to depict the flow of a customer’s entire 
contracted project.  The completion of each transaction allows for four states:  complete 
transaction, partial transaction, no transaction (network still viable), and no transaction.   
 
The diagram shows the process for one contracted project, which will likely require multiple 
transactions.  If a customer completes a contracted project and is happy with the result, then that 
customer may reenter the diagram at start for the next contracted project.  This diagram could be 
applied to the buyer or to the seller. 
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 Figure 2:  Entire Contracted Project (Process Flow Diagram) 
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For finer resolution we focused on an individual transaction.  In Figure 3, we use an influence 
diagram to look at the subsystems of A.Q. Khan’s network to see how they interact with each 
other and with the external environment.  This influence diagram reflects uncertainties and 
dependencies from A.Q. Khan’s perspective.   
 
The red nodes portray proliferation efforts and the blue nodes portray nonproliferation efforts.  
The probability distribution assigned to each uncertainty node is conditional on the values of the 
immediate parent nodes.  The output of this model is depicted in the “Goal: Completed 
Transaction” value node.  Again, the values that this node can take are: complete transaction 
(buyer and seller satisfied), partial transaction (seller satisfied, buyer dissatisfied), partial 
transaction (buyer satisfied, seller dissatisfied), no transaction (network still viable), and no 
transaction (network not viable).   
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Figure 3:  Individual Transaction from the Khan Network’s Perspective 
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From the individual transaction diagram we can see that there are many uncertainties.  These 
uncertainties come in two forms:  aleatory and epistemic.  The aleatory uncertainties here deal 
with inherent randomness (e.g. will a satellite that passes over Khan’s Laboratories detect the 
movement of equipment?).  The epistemic uncertainties result from our lack of knowledge about 
the structure of the system (e.g., the nature and structure of the nonproliferation community’s 
intelligence efforts).  Appendix A outlines the specific distinctions for each uncertainty node. 
 
This is a static model; once the parameters are estimated, they remain the same for multiple 
transactions.  The structure of the model also remains the same from transaction to transaction. 
However, different outcomes will be realized based upon randomness of the environment and the 
alternatives selected by A.Q. Khan or the customer.  This model does not allow for Khan’s 
decision makers to update assessed probabilities (or perhaps even the model structure) from 
transaction to transaction.  
 
Network Structure Analysis: 
 
The ultimate objective of this portion of our analysis is to determine what part(s) of Khan’s 
network should be targeted.  In the traditional use of risk analysis, an analysis of the structure is 
used to make decisions to reduce the probability of system failure.  We are using risk analysis to 
determine how to most effectively weaken the system to increase the probability of failure. 
 
This objective requires three steps to be accomplished.  First, we must determine how Khan’s 
network was structured.  Second, we must find the most vulnerable parts of the network.  Third, 
we must determine the optimal allocation of resources to defeat these vulnerabilities. 
 
We used functional diagrams to represent Khan’s operations as a physical system.  A functional 
diagram shows all the components of a system and their basic functional relationships.  These 
diagrams can be found in Appendix E.  We then analyzed the functional diagrams to determine 
the minimum cut sets (the minimum combinations of elements that will result in a failure of the 
system (failurek)).  All elements of at least one minimum cut set must fail for the system to fail. 
 
In order to capture the general network structure as well as the details of the network’s 
operations, we used the four levels of functional diagrams depicted in Figure 4.   
 Functional Diagrams 

 
Level 1: Core competencies 
Level 2: Operational abilities 
Level 3: Tactical abilities 
Level 4: Empirical data 

Iran (~1987-1995) 
North Korea (~1997-2001) 
Libya (~1997-2003) 
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We define network failure as the inability to complete transactions (successful supply and 
successful payment) with a country customer, i.e. Iran, North Korea, or Libya, for any product or 
service.  By “transactions” we mean any and all transactions.  We do not consider delay to be a 
failure; the relationship with a customer (country) must be shut down.  This assumes that 
anything supplied would be helpful.  This methodology is conservative; for example, parts 
without drawings would be considered a successful transaction, although parts without drawings 
aren’t very helpful.  This definition has a major impact on the network structure and the 
implications of the analysis on policy.  Also, based upon the structure of functional diagrams, the 
model treats all network failures as equal and does not capture potential network adaptation.   

Figure 4:  Levels of Analysis for Functional Diagrams 
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 Figure 5:  Level 1 Functional Diagram (Core Competencies) 

 
In order to obtain more detail, we expanded Level 1 (core competencies) to Level 2 (operational 
level tasks) to Level 3 (tactical level tasks).  Figure 6 shows how this expansion was completed 
for functions in series and in parallel.  
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 Figure 6:  Expansion of One Core Competency from Level 1 to Level 3 
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Level 4 Expansions and How to Attack the Network: 
 
After breaking out the tasks down to the tactical level through our thee-level expansion, we 
determined the actual people, organizations, and material resources used to accomplish each task 
empirically.  We used these resources to populate a fourth level of functional diagram.  We built 
three level 4 functional diagrams, one each for the Khan network in its dealings with Libya, 
North Korea, and Iran.  Please refer to Appendix E.  Using these diagrams we computed the 
minimum cut sets.  A min cut set shows what must fail in order to disable the entire network—
for instance, if three items appear in parallel, all three must fail to cause the network to 
malfunction. 
 
We rated elements based upon three criteria:  minimum group number, total number of 
occurrences in the min cut sets, and difficulty to break.   
 
The first criterion, the minimum group number, is the smallest number of elements in a set.  The 
lower the group number, the greater the contribution to network failure.  Elements that appear by 
themselves in the main flow series are highly critical elements in inducing network failure.   
 
The second criterion, the total number of occurrences in the min cut sets, is a measure that is 
related to how many functions an individual resource performs.  For example, B.S.A. Tahir was 
involved in sales and marketing, and in transfer and shipment. By eliminating him, damage 
would occur to the network in multiple places, even if the network did not fail. 
 
The third criterion, difficulty to break, was developed by estimating the effort required to disrupt 
or destroy the element, or force the pk(fail) =1.  Elements with an effort level ($, people, time) of 
‘low’ or ‘medium’ were selected.  Given this criterion’s subjective assessment, it only served as 
a tiebreaker after the first two criteria were applied.  Further analysis by experts is needed to 
accurately assess the methods and difficulty of disrupting different nodes and also to determine 
any other relevant criterion for interdiction effort selection.  
 
Elements for Counter-Proliferation Focus: 

 
The overall “best” elements to focus on were chosen from the min cut sets found earlier. For all 
three countries, the same three elements emerged, though not necessarily in the same order. 
 
First, Pakistani government complicity. Without at least passive, if not active, participation by 
the government, this network would not have survived. Officials either were incompetent, 
condoned Khan’s actions, or actively provided support, such as air transport capabilities.  Efforts 
which reduced this complicity would have been reduced the effectiveness of Khan’s network. 
 
Second, the presence of A.Q. Khan himself.  A.Q. Khan had a very deep reach into the entire 
Pakistani nuclear program, with immense access to its suppliers, scientists, and assets.  He also 
possessed the ability to control these assets, for example by directing shipment of excess or 
obsolete equipment and by reproducing sensitive documents such as bomb designs.7 Without 
such a prominent figure, the network becomes harder to operate and much less likely to succeed. 
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Third, assistance from another successful nuclear weapons or nuclear-related program.  Counter 
proliferation strategies must identify links between non-nuclear entities and nuclear states.  One 
of the easiest ways to establish a nuclear weapons program is to gain assistance from a successful 
program.  To build his own program, Khan relied heavily on his previous employment at 
URENCO for expertise and connections, and on Chinese weapons designs and expertise that he 
passed on to his customers.8

 
By disrupting one of the key nodes described above, the network as a whole suffers a significant, 
if not fatal blow.  The best methods for attacking those nodes, however, will not be addressed 
here.  Instead, such decisions will be left to analysts and policy-makers with more information 
and more experience.  Directly targeting the nodes, for example arresting A.Q. Khan, would be 
successful, but may not be viable for political or other reasons.  Efforts that indirectly attack 
critical nodes may not by themselves stop the network; they may, however, place enough 
pressure on key individuals to convince them to stop their operations.  For example, intercepting 
the BBC China by itself didn’t stop the network, but that action ultimately forced Libya and 
Pakistan to reveal far greater information about their programs.  Appendix B details this finding 
and other findings of interest. 
 
Findings: 
 
Having reviewed a great deal of open source literature, we have found no evidence that A.Q. 
Khan attempted or completed any transactions with any non-state actors.  We recognize though 
that such actions could have occurred and recommend further analysis using Bayesian 
probabilities based on the probability that if such transactions were occurring we would have 
discovered them in the open source literature. 
 
Additionally, we cannot with certainty determine the current status of AQ Khan’s network.  
While he is under house arrest and one of his shipments to Libya was intercepted, it is impossible 
for us to say if the network is operational.  Again, Bayesian analysis could prove useful. 
 
Finally, we have identified three critical elements in the creation of such networks: ties to 
another successful nuclear program, some level of government complicity, and a motivated 
“Father” figure with access to all or nearly all aspects of the program.   
 
Initial Policy Analysis 
 
Our analysis would be incomplete and our efforts inadequate if we did not attempt to resolve our 
recommendations with counterproliferation efforts underway in the status quo. Our goal in this 
initial policy analysis is not to predict outcomes of current policies but given our processing of 
uncertainties, to identify current efforts consistent with our recommendations  
 
Our policy analysis focused on the supply side aspects of major U.S. and international efforts, 
including the Proliferation Security Initiative (PSI), United Nations (UN) efforts, the Non-
Proliferation Treaty (NPT), and North Atlantic Treaty Organization (NATO) efforts.  Appendix 
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D: Policy Analysis displays the areas of a network’s core competencies that each organization or 
policy targets.  We have listed one example here and summarized the other three. 
 
Proliferation Security Initiative (PSI) 
 
The PSI is the most visible and relevant example of a current policy targeting proliferation of 
nuclear technologies.  Consisting of efforts by over 60 nations, the PSI attempts to halt 
shipments of sensitive materials and technologies by land, air and most notably, sea.  While the 
PSI has had some empirical success (in the case of the BBC China), we find that the initiative 
targets elements of a network that are likely to be operated with redundancy.9  Figure 7 depicts 
the areas of our Level 1 Functional Diagram that the PSI targets.  The PSI primarily targets 
elements from node D: Outbound Transport and Logistics, which are likely structured in parallel, 
as was the case in A.Q. Khan’s network.  For example, goods were transferred by ships through 
Dubai, over land, and via air on charter planes or even Pakistani government aircraft.  We thus 
conclude that the PSI does target relevant nodes in the proliferation networks but it does not 
target critical nodes in these networks. 
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The United Nations, Non-Proliferation Treaty and North Atlantic Treaty Organization 

Figure 7:  Influence of Proliferation Security Initiative (PSI) on Khan’s Network 

 
The most relevant UN actions are those executed by the IAEA and those proscribed by UNSC 
Resolution 1540, which attempts to criminalize proliferation to non-state actors.10  IAEA efforts, 
while small, prove highly consistent with our recommendations in that they target core 
competencies A and B, which are critical nodes in series.  The IAEA also targets elements C and 
D through an illegal trafficking database and interdiction training, but these are items in series 
and thus their disruption may prove difficult.  UNSC Resolution 1540 targets elements B, C, D 
and E.  Efforts targeting node B are most consistent with our analysis. 
 
The NPT, currently under review, primarily targets functions A and C.  Efforts targeting function 
A: Background Knowledge & Expertise prove highly consistent with our findings: minimizing 
the number of states minimizes the number of potential contacts for future networks.  This was 
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one of our three key findings with respect to A.Q. Khan’s network.  NPT efforts aimed at 
function C target suspected illegal production capabilities, likely operated in parallel.11

 
NATO’s efforts are focused on functions A, B & C.  These are critical nodes in disrupting 
proliferation networks and are consistent with our findings.  However, NATO’s efforts are 
almost exclusively diplomatic and serve as endorsements of other policies (e.g., the NPT or 
CTBT) and may not have any unique effect on future networks.12

 
Again, we highlight that this is a limited policy analysis with the single purpose of reviewing 
status quo policies in light of our findings.  We are not attempting to make policy proscriptions at 
this point nor are we attempting to predict the success or failure of current policies. 
 
Follow Up Work: 
 
The limited scope of the project we undertook leaves many avenues for expansion. A goal of this 
quarter’s work was to establish a framework for a new way of examining a nuclear proliferation 
network, and we chose A.Q. Khan’s for its wealth of open-source information. There probably 
exists a wealth of classified data that could contribute to more extensive modeling and better 
interdiction and collection efforts.  In addition, more complex modeling techniques could be 
applied to Khan’s network to capture, for example, the dynamics of multiple transactions. 
 
However, given that Khan’s network has been identified and possibly stopped, other networks 
warrant more attention. The modeling of other proliferation networks might be completed using 
the same basic technique displayed here. These models may benefit from looking at both the 
supply side (e.g. Khan) and the demand side (e.g. Libya, Iran and North Korea), and determining 
how the two are connected and whether this yields more chances for observation and 
interdiction. One critical concept here is that of the  “super-consultant.”  Customers will want to 
verify the work of Khan or a new network independently, and may hire extremely 
knowledgeable experts outside and independent of the network for their opinions. Given their 
limited numbers and their important role in the process, they may represent vulnerable points in a 
customer’s functional diagram.13

. 
Finally, the group has admitted its lack of expertise in policy and decision-making with respect 
to these types of networks. In order to disable such networks, much greater analysis of methods, 
costs, benefits, and effectiveness should be performed.  
 
Conclusions: 
 
The Risk Analysis methods employed in this report are useful for organizing and modeling 
uncertain networks with dependencies and identifying vulnerable network operations.  However, 
our model is limited in its multiple transaction and dynamic network modeling capacity.  The 
main contribution of this paper is to show how the methods of Risk Analysis can be used to 
frame a problem with many interdependent uncertainties and to present a detailed review of the 
current open source literature on the A.Q. Khan network.  In order to derive useful policy 
recommendations, this model should be populated with more detailed and accurate data, which 
resides within the intelligence and policy-making communities. 
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